Command Centre Mobile - My Vaccine Pass enhancements

Extend your security and access control even further by scanning and verifying a

cardholder's My Vaccine Pass from within Command Centre Mobile, enabling competency-

based access control.

Command Centre Mobile

The Gallagher Command Centre Mobile App enables you to extend
your security and access control directly to where you need it,
both on and off the corporate network. Downloadable from the
Apple App and Google Play stores, this software provides you with
the ability to manage your security from your mobile device. The
Mobile App interfaces directly with Gallagher Command Centre,
providing a secure link to the site management capabilities that
already bring security and business efficiency to your site.

In November 2021 the New Zealand Government introduced My
Vaccine Pass as part of their COVID-19 response. With many
companies now mandating that all employees and/or visitors be
vaccinated before entering their site, Command Centre Mobile
provides an easy way for customers to streamline vaccination
status within their access control system.

= Supports competency-based access control/access
management

= Provides the ability to easily scan and verify a My Vaccine
Pass within Command Centre Mobile, and assign a
competency to the cardholder based on the result of the scan

. Provides confidence that your site is compliant with the
COVID-19 Protection Framework

= Gives the ability to receive notifications and report on
impending My Vaccine Pass expiries

Scanning a My Vaccine Pass

To verify a cardholder's My Vaccine Pass an authorised person
either scans or searches for the cardholder's name in Command
Centre Mobile. Then, they select'Scan COVID Pass™ and hold the
mobile device's camera over the cardholder's My Vaccine

Pass QR code.

“Note: before this functionality can be used, a competency type of
‘NZ COVID Pass' must be created in Command Centre. The user
will require the 'view site’ privilege in the division the competency
is created in.
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Verifying a My Vaccine Pass

Vaccine Passes issued by the New Zealand Ministry of Health
contain a digital signature, which proves they are legitimate and
have not been tampered with. The Command Centre Mobile App
verifies this signature in accordance with the Government My
Vaccine Pass specifications. If the Vaccine Pass is fraudulent or
expired, a red cross will appear as well as the reason it is invalid
(e.g. expired).

If the pass is valid, it assigns a NZ COVID Pass competency in
Command Centre against the cardholder, with the expiry of the
competency matching the vaccine pass expiry.
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Competency based access management

Through competency-based access management, cardholders'
access can be granted, restricted, or denied based on the status
of a particular competency. When a cardholder's competency is
near expiry, automated notifications can be sent to the individual
and/or management to prompt them to take the required action.

Once a competency has expired, access can be restricted or
denied until the cardholder has presented a current Vaccine Pass.
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Updating a My Vaccine Pass

The New Zealand Ministry of Health is currently issuing Vaccine
Passes with an expiry date six months from the day that the
cardholder downloaded their pass. The Command Centre

Mobile App will automatically populate this pass expiry into

the competency's expiry field. If using competencies to restrict
access, then the competency will expire after 6 months, and they
may fail to gain access once expired.

The cardholder will need to download a new Vaccine Pass from
the New Zealand Ministry of Health. After they have done this, re-
scanning the new Vaccine Pass using the same method as above
will automatically load the new pass into Command Centre and
extend the expiry date.
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