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Disclaimer

This document gives certain information about products and/or services provided by Gallagher Group Limited
or its related companies (referred to as "Gallagher Group").

The information is indicative only and is subject to change without notice meaning it may be out of date at any
given time. Although every commercially reasonable effort has been taken to ensure the quality and accuracy
of the information, Gallagher Group makes no representation as to its accuracy or completeness and it should
not be relied on as such. To the extent permitted by law, all express or implied, or other representations or
warranties in relation to the information are expressly excluded.

Neither Gallagher Group nor any of its directors, employees or other representatives shall be responsible
for any loss that you may incur, either directly or indirectly, arising from any use or decisions based on the
information provided.

Except where stated otherwise, the information is subject to copyright owned by Gallagher Group and you may
not sell it without permission. Gallagher Group is the owner of all trademarks reproduced in this information.
All trademarks which are not the property of Gallagher Group, are acknowledged.

Copyright © Gallagher Group Ltd 2026. All rights reserved.

Copyright Notice

The software contains proprietary information of Gallagher Group Limited; it is provided under a license
agreement containing restrictions on use and disclosure and is also protected by copyright law. Reverse
engineering of the software is prohibited.

Due to continued product development this information may change without notice. The information and
intellectual property contained herein is confidential between Gallagher Group Limited and the client and
remains the exclusive property of Gallagher Group Limited. If you find any problems in the documentation,
please report them to us in writing. Gallagher Group Limited does not warrant that this document is error-free.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by
any means, electronic, mechanical, photocopying, recording or otherwise without the prior written permission
of Gallagher Group Limited.
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1 Introduction

About this release  This release note is for the 'Entra ID Sync' feature v2.0 of Gallagher Command
note Centre.

1.1 Purpose

Background

What this feature
does

1.2 Version history

v2.0.1

Microsoft Entra ID is Microsoft's cloud-based directory server. It is used by
organizations to authenticate and authorise people's access to services.
Entra ID is commonly the 'system of record' for organisational data and the
first system into which personal information is captured.

e The 'Entra ID Sync' feature allows two-way Cardholder replication
between Command Centre and Entra ID.

e This feature allows the creation, modification, and deletion of user
records in Entra ID to be replicated through to Cardholder records in
Command Centre, including:

e Cardholder details, and
e access permissions.

e Changes to a Cardholder's card details in Command Centre can be
replicated back to Entra ID.

e Unlike Entra ID Sync v1.0, the Entra ID Sync v2.0 Ul app no longer uses
Active Directory Single Sign-on to determine whether the logged on
Windows user is authorised to use the application. Entra ID Single
Sign-on is used instead. Refer to section 5 "Connecting to the Gallagher
Entra ID Sync Service".

e |n Command Centre vEL9.40 and later releases, a Command Centre
operator can be assigned their Entra ID user's user principal name. In
Entra ID Sync, user principal name (userPrincipalName) can now be
mapped to operators' User ID (oidcuserid) with Field Mappings. For
details, refer to section 8.3.4 "Entra-to-CC: Field Mappings".

A Command Centre operator is assigned their Entra ID user principal
name so they can log into Command Centre using Entra ID Single Sign-
on. For more information, refer to the "Entra ID Single Sign-on" chapter
in the Gallagher Configuration Client Help.
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1.3 Compatibility

Support for this This feature supports and has been tested with the following:

feature

New software

Gallagher Entra ID Sync v2.0.6

Supported Gallagher
software

Gallagher Command Centre vEL9.40.1359 (or later Command Centre
release)

Tested Microsoft
software

e Command Centre Server: Windows Server 2022 (64-bit)
e Command Centre Workstation: Windows 10, Windows 11 (64-bit)

e Database: SQL Server 2019 Express

Command Centre .
multi-server
support

Gallagher has not tested importing data from Entra ID into a Command
Centre multi-server environment, but suggests it may work in some
scenarios if required.

Exporting data from a Command Centre multi-server environment to
Entra ID is not supported.

Mobile Credential  The Gallagher Entra ID Sync Service can register Mobile Credentials using

support Card Type Mappings. If your Command Centre Cloud has been configured
appropriately, invitations can be sent as soon as the Mobile Credential is
created in Command Centre by the Entra ID Sync Service.

Microsoft Active This feature is not for syncing data between Microsoft Active Directory and
Directory Command Centre, it is for Microsoft Entra ID. For the separate Gallagher
'Active Directory Sync' feature, contact the Gallagher Support Team.
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1.4 Cardholder identification

In this section This section explains how users in Entra ID are associated with (or
"mapped" to) Cardholders in Command Centre, so their details can be
synchronised.

Primary and Gallagher Entra ID Sync associates an Entra ID user with a Cardholder who
secondary has at least one unique property that matches the value of the Entra ID
unique ID user. The unique Entra ID values it looks for in a Cardholder are primarily

the Entra ID user's Object ID, and if one cannot be found, a secondary
unique attribute (which must be nominated in the configuration).

Primary unique ID  Entra ID Sync primarily associates an Entra ID user with the Cardholder

(Object ID) who has an External ID that matches the Entra ID user's Object ID. When
the service creates a new Cardholder for an Entra ID user, it assigns the
Entra ID user's Object ID as an External ID of the Cardholder, so these two
IDs will hold the same value. This is considered the primary unique ID.

Secondary When a Cardholder already exists in Command Centre, the service cannot
unique ID assign an External ID to them because the service does not know which
(unique PDF) Entra ID user they correspond to. This is when the secondary unique ID

can be used. Entra ID Sync secondarily associates an Entra ID user with the
Cardholder who has a unique PDF value that matches the Entra ID user's
nominated attribute value.

You must nominate which Entra ID attribute and which Command
Centre PDF will be used for the secondary unique ID in the Entra ID
Sync configuration. For example, you may select 'email' as the attribute
and 'email PDF' as the PDF. Then, when a Cardholder already exists in
Command Centre, the service can find the Cardholder whose PDF value
matches an Entra ID user's attribute value, and map them. Then, the
service also assigns the Entra ID user's Object ID as an External ID of the
Cardholder, so the user is also mapped by a primary unique ID.

If you are only creating new Cardholders with Entra ID Sync (not mapping
existing Cardholders to Entra ID users), you likely do not need to use the
secondary unique ID.

& If not using Object ID: For the secondary unique ID, if you wish to
use a PDF that is already assigned to Cardholders (e.g. email, not Entra ID
Object IDs), make sure you either:

e use Entra ID to store/define Cardholders' access rights (not Command
Centre), or

* never re-use the unique ID (e.g. email) of a deauthorised Cardholder.

Otherwise, the Cardholder with the re-used unique ID may be
unintentionally given the same access rights as the previous owner of that
unique ID.
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Unique PDF Access
Group

Entra ID user
overwrites
Cardholder

Avoid Entra ID
users with same
secondary unique
IDs

Existing
Cardholders with
no unique ID

If you need to map Entra ID users to existing Cardholders and are therefore
using the unique ID PDF, you should ensure that Cardholders always retain
this PDF by applying it to a designated 'dummy' Access Group which will
never be deleted and from which the Cardholders are never removed. This
ensures all Cardholders never lose their unique ID PDF.

If an Entra ID user is found with an identical unique ID to that of an existing
Command Centre Cardholder, the Command Centre Cardholder's details
will be overwritten with those of the Entra ID user.

If you create two or more Entra ID users with the same secondary unique
ID value (e.g. same email), Entra ID Sync will attempt to sync both of their
details to any existing Cardholder(s) whose unique ID PDF value matches

that Entra ID value. Whenever one of these Entra ID users has an update,
their details are synced to any matching Cardholder(s), and so on.

You must ensure the chosen secondary unique IDs are truly unique.

If you have existing Cardholders for whom you cannot find one PDF value
that is both unique and matches an attribute value of their Entra ID users,
you have two options in this scenario:

e Map a unique Entra ID attribute (e.g. email) to a new unique PDF,
and then manually assign all Cardholders the PDF value that matches
their Entra ID user's attribute, so they are mapped. This process may
involve some complexity for a large number of Cardholders. Gallagher
recommends that you contact Gallagher Security Technical Support
before performing this process.

e Delete the existing Cardholders (who have an Entra ID user) from
Command Centre and allow Entra ID Sync to create them again during
a full resync. The new Cardholders will be mapped to their Entra ID
user (using the primary unique ID) upon being created by the service.
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1.5 Entra ID to Command Centre functionality

Data replication Data replicated from Entra ID to Command Centre allows for the creation
of Cardholders, modification of existing Cardholders, and deletion and/or
deauthorisation of existing Cardholders.

Attributes The following Command Centre Cardholder attributes can be modified:
CC Attribute Action Note
First Name Set/Update
Last Name Set/Update
Short Name Set/Update
Description Set/Update
Cardholder On/Off Modified via Entra ID attribute or removal of
Authorised Cardholder in Entra ID
Division Set Set when Cardholder is created
Logon Name Set/Update Used for Command Centre operators
Entra ID logon User | Set/Update Used for Command Centre operators using
ID Entra ID single sign-on
Windows logon Set/Update Used for Command Centre operators using
User Name Active Directory single sign-on
Use Extended On/Off Entra ID values that will set this attribute to
Access Time On:1,T,Y, True, or Yes. Any other value =

Off.

Personal Data Fields | Assign/Update
PDF Notification On/Off
Access Groups Assign/Unassign Modified by Entra ID group membership
Operator Groups Set/Update Modified by Entra ID group membership
Competencies Assign/Unassign Modified by Entra ID group membership
Cards Assign, Enable, Disable | Modified by Entra ID group membership
User Code Assign
Images* Assign/Update Imported from a file share
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*Mapping user
images

User images can be mapped from Entra ID to Command Centre, or from
Command Centre to Entra ID. Hence, you must decide which system will
be the source of truth for images.

When Entra ID is the source, Command Centre will import images from a
file share. You should create a script that changes the value of the Entra ID
Attribute configured for the Image Mapping when a new image is added
to the file share. This will trigger the Gallagher Entra ID Sync Service to
update the Cardholder with the new image. When looking for the file,

it will use the file name determined by your 'Image Path Augmentation'

setting.

Portrait images: Importing Entra ID portrait images is not currently

supported.

1.6 Command Centre to Entra ID functionality

Data replication

Data replicated from Command Centre to Entra ID allows for modification

of existing Entra ID users.

Attributes The following Command Centre Cardholder attributes can be replicated:
CC Attribute Action Note
Card Number Update
CSN Number Update
Images* Update Exported to a file share

*Mapping Cardholder images

Whenever an image is updated in Command Centre, the respective image is exported to a file
share, overwriting the previously stored image. Multiple images for a single Cardholder can be

exported.
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1.7 Deployment

Replication Groups

The configuration of this feature supports multiple Replication Groups,
where each group must either synchronise to/from a unique tenant or
synchronise to/from a unique Command Centre Division.

Tenants

This feature can connect to multiple tenants, in one or multiple
installations. For each tenant, multiple mappings between Entra ID users
and Command Centre Cardholders can be configured. How you configure
your system will depend on the size of your Entra ID tenant(s) and the
resources available on the machine(s) that are used for replication.

Connection and
polling frequency

e Connection to Entra ID is via the .NET Microsoft Graph API.

e During normal operation, this feature transfers Entra ID user changes to
Command Centre at a frequency according to your licence. During a full
sync (first sync) or full resync, the Entra ID Sync Service will synchronise
users to Command Centre as fast as it is able to until it is completed.

Speed of transfer: The speed of transfer to Command Centre is
dependent on several variables including:

e Entra ID's update speed.
e The number of near-simultaneous changes in Entra ID.

e The current workload of Command Centre.

Deployment
scenarios

Recommended possible deployment scenarios are shown below.
Notes:

e Your Security and IT departments will probably need to work together
to deploy and configure this feature.

e The arrows indicate dependencies rather than data flow.

Option 1

One Command Centre Server, one Entra ID tenant.

Command
Centre server

Gallagher REST API

HTTPS HTTPS
-~ Entra ID Sync PC Entra ID
Port 8904/tcp Port 443/tcp
(default) tenant
Gallagher Entra ID User records
Sync Service

I Gallagher Entra ID Sync Ul I
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Option 2 One Command Centre Server, multiple Entra ID tenants.

Entra ID tenant 1 i
Entra ID tenant 2 i

Entra ID tenant 1 i
Entra ID tenant 2 i

Option 3 Multiple independent Command Centre Servers, one Entra ID tenant.

Entra ID tenant i

Entra ID Sync
Service

Entra ID Sync
Service 1

Entra ID Sync
Service 2

Entra ID Sync
Service 1

Entra ID Sync
Service 2
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Option 4 Multiple independent Command Centre Servers, multiple Entra ID tenants.

CCserver 2

o

2
(@) (@) ()
(@] (@] (@]
w 1% wn
[} (1] (0]
= = =
< < <
[0} (1) o
= = =
[ N [

Entra ID Sync
Service 1

Entra ID tenant 1

Entra ID Sync
Service 2

Entra ID tenant 2

Entra ID Sync
Service 1

Entra ID tenant 1

Entra ID Sync
Service 2
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1.8 Licensing

Command Centre Your Command Centre licence file (CommandCentre.lic) must contain the
licence following entries:

[Features]
EntraIDSync=1
Notifications=1%

[Limits]
EntraIDSyncFrequencyMins=X?

You need the 'Notifications' licence entry for the Gallagher Entra ID Sync
Service to set the notification flag for a PDF.

2Where X is a number representing how frequently (in minutes) Entra

ID changes are synchronised to Command Centre. For example, =10
means changes are sycned every 10 minutes. During normal operation,
changes are synchronised at a frequency according to this licence entry,
but, during a full sync (first sync) or full resync, the Entra ID Sync Service
will synchronise users to Command Centre as fast as it is able to until it is
completed. You are not limited on how often you manually perform a full
resync.

Note: You do not require the EntraIDSingleSignOn=1 licence
string. The Gallagher Entra ID Single Sign-on feature is included in the
EntraIDSync=1 licence.

Entra ID licence Gallagher recommends you have at least an Entra ID P1 licence to ensure
all functionality required for Gallagher Entra ID Sync is available. Entra ID
licences can be purchased in the Microsoft 365 admin centre.

1.9 Acronyms

Acronyms used The following acronyms are used in this release note:
Acronym Meaning
cc Command Centre
CSN MIFARE Card Serial Number
GUID Entra ID Globally Unique Identifier
PDF Command Centre Personal Data Field
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2

Configuration checklist

First-time Installing and configuring this feature for the first time involves several steps. Use
installation this checklist to ensure you have completed all the necessary steps.
Activity Description Relevant section
Licence Check you are licenced to install this feature. Section 3 "The Gallagher
Entra ID Sync Service".
Installation Install Entra ID Sync

Entra ID user

Configure an Entra ID application(s) with the

Section 5.1 "Entra ID admin

O O Odos

Inspect test
mode results

appropriate permissions center configuration"
Unique PDF If required, configure the Unique PDF and PDF | Section 4 "Command Centre
and Access Access Group to be used for this feature. configuration".
Group
Operator Configure the Operator Groups used for this Section 5 "Connecting to
Groups feature. You must enable Entra ID single sign- the Gallagher Entra ID Sync
on and configure an operator with an Entra ID | Service".
logon.
REST Client I:] Configure the REST Client item used for this
item feature. Assign the 'Gallagher Entra ID Sync
Service Operator'.
Connect to D Connect to the Gallagher Entra ID Sync Service
the Service in the Entra ID Sync Ul app.
Configure |:| Configure the required Entra ID Sync Section 7 "Credential
credentials Credentials. configuration".
Enable test D Click M to enable test mode. Section 6 "The Entra ID Sync
mode Ulapp".
Configure I:] Configure Entra ID Sync replication. Work with | Section 8 "Replication Group
replication your IT department to identify the groups and | configuration”.
attributes that will be mapped from Entra ID.
Upload your D Click %
configuration
Start I:] Click p
replication

Changes that would have been made by the
Gallagher Entra ID Sync Service, if it were

not in test mode, are displayed on each
Replication Group on the two Replication
Groups tabs. Inspect the test mode log files to
ensure users are syncing as expected.

Section 9 "Managing
Replication Groups".

Disable test
mode

[]

Click ¥ again, to disable test mode.

Section 6 "The Entra ID Sync
Ul app".
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View I:]

replication

Changes made by the Gallagher Entra ID Sync
Service are displayed on each Replication
Group on the two Replication Groups tabs.

Any errors that have occurred with replication
can be viewed in the Replication Errors
window.

Section 9 "Managing
Replication Groups".
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3  The Gallagher Entra ID Sync Service

About the service The Gallagher Entra ID Sync Service provides a two-way interface for Cardholder
replication between Command Centre and Entra ID.

3.1 Before you install

About this section  Note the following information before installing this feature.

Install location For increased security, Gallagher recommends that you install the
Gallagher Entra ID Sync Service on a machine other than the Command
Centre Server, though it can be installed on the Command Centre Server if
absolutely necessary.

Server resources If a large Entra ID tenant is used, the Gallagher Entra ID Sync Service may
consume a large amount of resources on the machine it is installed on.
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Before you install Ensure you have performed each step in the following procedure on the
Command Centre Server before installing this feature.

This procedure involves upgrading Command Centre to vEL9.40 or later

release.
Step | Action Description
1 Backup Perform a backup of your Command Centre system.
2 Licence Your Command Centre licence file (CommandCentre.lic) must
contain the following entries:
[Features]
Notifications=1?
EntraIDSync=1
[Limits]
EntralIDSyncFrequencyMins=Xx?
1You need the 'Notifications' licence entry for the Gallagher
Entra ID Sync Service to set the notification flag for a PDF.
2Where X is a number representing how frequently (in minutes)
Entra ID changes are synchronised to Command Centre. For
example, =10 means changes are sycned every 10 minutes.
Refer to section 1.8 "Licensing" for more information.
3 Stop Command Exit Command Centre and stop the Command Centre Services.
Centre and services
4 Install Command Install vEL9.40.1359 (or later Command Centre release) from
Centre the Command Centre installation media on the Command
Centre Server and all Command Centre Workstations, if not
already installed.
5 Start services and Restart the Command Centre Services and Command Centre.
Command Centre
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3.2 Installing Entra ID Sync

Where to perform  Gallagher recommends you install Entra ID Sync on a machine separate

this procedure from the Command Centre Server. See Deployment scenarios.
Installing this Perform the following to install Entra ID Sync:
feature
Step | Action Description
1 Run the installation | Unzip the folder you have been provided for this feature and
file run the installation file

Gallagher.Security.EntralDSync.2.0.x.msi

The 'Welcome' screen of the Gallagher Entra ID Sync Setup
installation wizard displays.

2 Destination Folder Click Next, then select an installation location for this feature or
leave it as the default.

3 Service account Click Next, then select either Default service account or Custom
service account.

Option Description

Default service | The Gallagher Entra ID Sync Service will run
account as the NETWORK SERVICE account.

Custom service | The Gallagher Entra ID Sync Service will run
account as the account specified.

The account must have Read permission for
the following folder:

C:\Program Files (x86)\Gallagher\Entra ID
Sync\Entra ID Sync Service

The account must have Write permission for
the folder: C:\ProgramData\Gallagher

Enter the account's credentials:

1. Inthe Username field, enter a Windows
username. Format is:

domain\user OR user@domain

2. In the Password field, enter the User's

password.
4 Click Next Click Next, then wait for the feature to install.
5 Click Finish Once the feature has been installed, click Finish.
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3.3 Notes for administrators

File security

C:\Program Files

Entra ID Sync Service

The config file 'nlog.config' must be kept secure. This file is stored in:

(x86) \Gallagher\Entra ID Sync\

Gallagher Entra ID
Sync Service log

The Gallagher Entra ID Sync Service logs information in the folder: C: \
ProgramData\Gallagher\EntraSync

To increase the detail of logging, open the file 'nlog.config'. Change the
following line to minlevel="Debug":
<logger name="*" minlevel="Info" writeTo="FilelLog"

When supplying the log file to Gallagher Technical Support, setminlevel
to "Trace". You should restrict access to Trace-level log files, and set a
lower logging level once you are done capturing logs for Technical Support.

& Note: If minlevel is set to Debug or Trace, personally identifiable
information (e.g. names) of Entra users can be logged.

Entra ID Sync
bookmarks

Command Centre's current state.

Each Replication Group keeps a bookmark of Command Centre's state.
If the bookmark is discarded, Entra ID Sync resets the bookmark to

If you ever change the 'URL' of your Command Centre Server, a Replication
Group's bookmark is discarded only if you have selected the 'Discard old
bookmarks on URL changes' check box of the Command Centre REST API
Credential assigned to the Replication Group.

You should...

if.

because...

discard the
bookmark*

you are changing to a different
Command Centre Server

with a new URL and different
Cardholders

the new Command
Centre Server will be
different and Entra ID
Sync needs to get the
state again.

keep the
bookmark

you are changing to a different
Command Centre Server with a
new URL but you are restoring it
from the previous Server's backup

the Command Centre
state is the same as
the previous Server.

keep the
bookmark

you are simply changing the URL
of your current Command Centre
Server

the Command Centre
state is the same.

*If a bookmark is discarded, the Replication Group will miss Cardholder
changes that occur while the Gallagher Entra ID Sync Service is down.

*If you do not discard bookmarks when changing to a new Server
with different Cardholders, you are likely to experience issues (due to
Entra ID Sync using the old Server's bookmark). To fix this, perform a
resynchronisation (‘'Resync').
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4 Command Centre configuration

About this section  If you have existing Cardholders in Command Centre whom you need to map to
Entra ID users, you need to configure a unique Personal Data Field (PDF) and a
PDF Access Group in Command Centre. You will select these later in the Entra ID
Sync Ul app when you configure a Replication Group.

See section 1.4 "Cardholder identification" for important information about the
unique PDF and PDF Access Group.

Creating the If you will be mapping Entra ID users to existing Command Centre Cardholders,
unique PDF you need to configure a unique PDF to hold the unique ID by which they are
mapped. See section 1.4 "Cardholder identification" for more information.

To create a PDF in Configuration Client, refer to the topic "Creating a new
Personal Data Field" in the Gallagher Configuration Client Help.

Ensure you:
e name it something appropriate like 'Entra ID Sync Unique PDF'

e select the 'Unique Values' check box.

Creating the PDF If you configured a unique PDF, you should create a designated Access Group to
Access Group assign the unique PDF to, so Cardholders never lose the PDF.

To create an Access Group in Configuration Client, refer to the topic "Setting up
Access Groups" in the Gallagher Configuration Client Help.

Ensure you:
* name it something appropriate like 'Entra ID Sync PDF Access Group'

e assign the unique PDF to the Access Group's 'Personal Data' tab.
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5 Connecting to the Gallagher Entra ID Sync Service

About this section  To configure and manage Entra ID Sync, the user must log onto the Entra ID
Sync Ul app with their Entra ID account. For logon to be successful, the Entra
ID account's User Principal Name must match the Entra ID logon 'User ID' of a
Command Centre operator.

About Entra ID The Entra ID Sync Ul app authenticates users by:
single sign-on e requiring the user to provide their Entra ID logon, and

e checking that this Entra ID account is associated with a Command Centre
operator in the 'Entra ID Sync Operators' Operator Group.

Providing the Entra ID logon
For the user to be able to provide their Entra ID logon to the Entra ID Sync Ul app:
e an app registration must be correctly configured in Entra ID, and

e the app registration's details must be entered in Entra ID Sync by a local
machine administrator.

These requirements are covered in section 5.1 "Entra ID admin center
configuration" and section 5.3 "Entra ID Sync machine configuration".

Checking the Entra ID account against an operator

For the user to be associated with a Command Centre operator:

e Entra ID Single Sign-on must be enabled in Command Centre, and

e the operator must be in the 'Entra ID Sync Operators' Operator Group, and
e the operator must be assigned an Entra ID User ID.

These requirements are covered in section 5.2 "Command Centre Server

configuration".
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5.1 Entra ID admin center configuration

About this section

Who should
perform this
section

Adding
permissions

In this section

In Entra ID admin center, several app registrations can be configured for an
Entra ID tenant (instance). Gallagher Entra ID Sync must interface with an
Entra ID app registration of your Entra ID tenant, for two purposes:

e authenticating the user who logs into the Entra ID Sync Ul app (to
configure Entra ID Sync) using Entra ID single sign-on, and

e authenticating itself, so that it can read user details from Entra ID (to
replicate users in Command Centre) and/or write user details to Entra
ID (to replicate Command Centre Cardholder details in Entra ID).

These two tasks can be achieved using one app registration with the
permissions to achieve both tasks, or two separate app registrations each
with only the permissions required for the specific task. This section covers
the configuration and permissions required for each task, and why you
may wish to separate or combine the app registration(s).

Application permissions can be set by anyone with access to the

app registration, but may need additional approval from an Entra ID
administrator before they are active. Refer to Microsoft's documentation
(below) for more details.

When adding the required permissions to your app registration(s) during
the procedures in this section, refer to Microsoft's Entra ID documentation:

https://learn.microsoft.com/en-us/entra/identity-platform/howto-
update-permissions?pivots=portal#option-1-add-permissions-in-the-api-
permissions-pane

Perform the following two procedures, in order:

5.1.1 Single sign-on (user authentication) app registration
5.1.2 User replication app registration

In section 5.1.2, you will decide whether to add the required permissions
to the same app registration you configure in section 5.1.1, or a separate
app registration.
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5.1.1  Single sign-on (user authentication) app registration

About this section

Who needs to
perform this
section

Where to perform
this section

Configure the app
registration

Gallagher Entra ID Sync authenticates the Entra ID users logging
onto it with Entra ID, by providing certain private details of an

Entra ID app registration. The app registration configured in this
procedure is used by Entra ID Sync to authenticate these users.

It is not used for replicating users to Command Centre, unless
you chose to give it the required replication permissions in
section 5.1.2 "User replication app registration".

You need to create the app registration in this section unless you
have already created an app registration for the Entra ID Single
Sign-on feature of Command Centre (i.e. for operators logging
onto Command Centre Client).

If you have already created this app registration, which should
meet the same requirements as described in the following
procedure, you can use this app registration's details in section
5.3 "Entra ID Sync machine configuration”.

Perform the following procedure in Entra ID admin center, for
the tenant whose users will log onto and configure the Entra ID
Sync Ul app.

To configure an app registration for Entra ID Sync to interface
with when authenticating Entra ID users, perform the following
procedure:

Step | Action Description
1 New app In Entra ID admin center, add a new app registration.
registration
2 Add a platform In the registration’s Authentication, add a platform
for Mobile and desktop applications.
3 Add a custom In the platform, add the following as a custom
redirect URI redirect URI, replacing [client_id] with the

Application (client) ID shown in the app registration’s
Overview:

ms-appx-web://microsoft.aad.brokerplugin/
[client_id]

4 Add API
permissions

In the registration’s APl permissions, add the
following permissions: offline_access, openid, and
profile.
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5.1.2  User replication app registration

About this section  Gallagher Entra ID Sync authenticates itself with Entra ID by
providing certain private details of an Entra ID app registration.
The Entra ID Sync service is limited to read and write Entra ID
user details by the permissions that are granted to this app
registration.

This section describes the permissions you must give to the app
registration in order to synchronise user details from Entra ID to
Command Centre and from Command Centre to Entra ID.

Separate or same You may add the permissions in this section to the same app
app registration registration you configured in section 5.1.1 "Single sign-on
(user authentication) app registration". However, Gallagher
recommends creating a separate app registration to handle user
replication rather than re-using the app registration used for
user authentication.

If you configure two separate app registrations:

e The app registration configured in section 5.1.1 will not
have the permissions to read or write Entra ID user details,
mitigating the risk of that app registration's details being
learned by a malicious actor.

e The app registration configured in section 5.1.1 could belong
to one tenant, to allow only that tenant's users to log onto
the Entra ID Sync Ul app (if they are also associated with an
operator in the 'Entra ID Sync Operators' Operator Group).
Then, the app registration used for user replication could
belong to a separate tenant.

Syncing from Entra  To synchronise user details from Entra ID to Command Centre,
ID to Command the following permissions are required for the app registration
Centre at a minimum:

e Group.Read.All
e User.Read.All

If you are synchronising custom attributes from Entra ID to
Command Centre, the following permissions are also required:

e CustomSecAttributeAssignment.Read.All
e CustomSecAttributeDefinition.Read.All

Syncing from To synchronise user details from Command Centre to Entra ID,
Command Centre the following permission is required for the app registration:
to Entra ID

e User.ReadWrite.All
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5.2 Command Centre Server configuration

Where to perform  Perform the following procedures on the Command Centre Server.
this section

Command Centre The procedures in this section require Command Centre operators to be

operators configured for two purposes. The following table describes the differences.
When performing this section, you may create two separate Operator
Groups for each purpose or one to serve both purposes.

Operator Purpose Operator Privileges | Other

Group requirement
'Entra To login to the None required Entra ID Single
ID Sync Entra ID Sync Ul sign-on is
Operators' | app enabled and

operators are
configured with

Entra ID logons
'Gallagher To make Entra Privileges to modify | Operator is

Entra ID ID Sync changes | the required assigned to the
Sync Service | in Command Command Centre REST Client item
Operator' Centre items
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Enable Entra ID
Single Sign-on

To enable Command Centre operators to be assigned Entra ID logon User
IDs (User Principal Names), perform the following procedure:

Step | Action

Description

1 Open Configuration
Client

Log onto Configuration Client on the Command Centre Server.

2 Server Properties

Select File > Server Properties from the Configuration Client

menu bar.

3 Click the Operator
Defaults tab

Command Centre Server - Properties

General Password Policy

Licensin

: [

Minimum time between password changes | 0 < minutes
BL—

[]Expire password after 35 | days

Event Prirites Minimum password length
Alarm Flooding
Alarm Zone States Password history to maintain
Event Defaits

Alarm Tnstruction Defauits
J— [JRequire 3 | outof 4of upper case, lower case, numbers and special characters
Alarm Notes (100 not allow 3 or more repeating or consecutive characters
Cperator Defauits

User Codes and PINs

Operator Restrictions
[ Enable workstation restrictions
Competency Messages

= < [ invoke automatic logoff after 480 = minutes of inactivity
State Names.

S [IPrevent logon at multiple workstations

[“IRemember Logon Name from last logon

Advanced

Wieb Services

Card Security Operator Lockout

Notifications Number of failed attempts before lockout |5 %

Outgoing Email ® Lockout permanently

I Email Y -

neming Emal Olockoutfor 5 2 | minutes [ = | seconds
Mobile/SMS Notifications

Import Show all cardholder access group memberships

Database Maintenance
Controller Defaults

Single Sign-On
tra 1D
[ Active Directary

Controler Web Server
Reserved Input Defaults
Authentication Tokens
JSON Web Tokens (WTs) produced by the Command
Centre Service and presented to other services to
authenticate and authorise operators will be signed using
this configured certificate.

Challenge
More Chalienge Manage Cerfficates...
Standards

Mobile Access Settings

ST e o Current signing certficate (Base64 encoded):

HBLS Terminal Defaults 2 MIICTZCCACW i i ma - —— ---‘
Intercoms

Cameras

Icons

Custom Fields

Notes OK

Cancel

ADDIv|

4 Enable Entra ID
Single Sign-on

In the 'Single Sign-on' section, select the Entra ID check box.

5 Click OK

Click OK to close and save your changes.

Can | disable Entra
ID Single Sign-on?

logons, you may deselect (disable) it.

You need to have 'Entra ID' Single Sign-on selected while you assign Entra
ID logons to Cardholders. After you have assigned all the required Entra ID
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Assignan EntralD  To give a Command Centre operator the Entra ID logon User ID (User
logon Principal Name) needed to authenticate them in the Entra ID Sync Ul app,
perform the following procedure:

Step | Action Description

1 Operator Group If required, create an Operator Group (e.g. 'Entra ID Sync
Operators') to contain all the Operators who will validate the
users who run the Entra ID Sync Ul app.
Or, decide on an existing Operator Group whose Operators will
validate the users who run the Entra ID Sync Ul app.
You will specify this Operator Group when you first connect
Entra ID Sync to the Command Centre Server.
Operator Privileges: This Operator Group does not need any
Operator Privileges.

2 Operator Create a Cardholder and add them to the above-mentioned

properties Operator Group (e.g. 'Entra ID Sync Operators'), or open the

properties of an existing operator in this Operator Group.

3 Click the Operator Smith, Jane - Properties x

Configuration tab Generdl Operstor Group Membership:
Status and Overrides MName Description
Cards . Entra 1D Sync Operators
Access Groups
Relationships
Personal Data
Print/Encode [[]command Centre logon
Competendes Unlock
Event Notifications
Lackers Generate
Motes
User Code
Operator Configuration Force password change at next logon
Salto Options
History
[FlEntra ID logon
User ID: |jane.smiiﬁ@company‘com
Licensing Group: -- None Selected -- =
[Clallow drag and drop onto an item in item windows
oK Cancel
Has never accessed the system.

4 Entra ID logon Select the Entra ID logon check box.

5 User Name In the User ID field, type or paste the operator’s Entra ID ‘User
Principal Name’. The User Principal Name can be found in the
overview of the user’s details in Entra ID admin center.

When a user logs onto the Entra ID Sync Ul app with an Entra
ID account, Entra ID Sync checks if the provided account's User
Principal Name matches the 'User ID' of a Command Centre
operator in the nominated Operator Group.

6 Click OK Click OK to close and save your changes.
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Can | disable the After you have assigned a Cardholder's Entra ID logon, you may deselect

Entra ID logon? (disable) the 'Entra ID logon' check box. While the logon is assigned but
disabled, the Entra ID account can still be used to log into the Entra ID Sync
Ul app, but not Command Centre.

Enable REST API To enable REST API so the Entra ID Sync Service and the Command Centre
Server can communicate, perform the following procedure:

Step @ Action Description
1 Server Properties Select File > Server Properties from the Configuration Client
menu bar.
2 Click the Web Al i - Properties X
Services tab General [ Enable Mobile Client Web Services

esrg Server Base Port: | 8901 Device Identification: | TLS Client Certificate

Event Priorities
Status:

Alarm Flooding Data Port: Stopped
Alarm Zone States

Event Defaults
Alarm Instruction Defaults

Alarm Transmission Enable REST API
Alzrm Notes Server Base Part: | 8904 [(JEnable REST Clients with no diient certificate
Operator Defaults

User Codes and PINs

Manage Certificates...

Status:

Data Port: Running on 8304
Competency Messages

State Names

Measurement Units Manage Certificates...
Advanced

Web Services

Software

Notifications

Outgaing Email

Incoming Email

Mobile/SMS Notifications

3 Enable REST API Select the Enable REST API check box.

4 Click OK Click OK to close and save your changes.
Create the Ensure Command Centre has been configured with a valid system operator
Gallagher Entra (e.g. 'Gallagher Entra ID Sync Service Operator'). This operator will be used
ID Sync Service by the Gallagher Entra ID Sync Service to modify Command Centre.
Operator

You will assign this operator to the REST Client item in the next procedure.
Operator privilege notes:

e This operator must be configured with the appropriate privileges for
the Command Centre items being modified by the Gallagher Entra ID
Sync Service.

e The recommended Operator Privileges are: Add Cardholder Notes,
Create and Edit Cardholders, Delete Cardholders, Modify Access
Control, Modify Operator Membership, View Operators, View Personal
Data Definitions, and View Site.

e For changes to take effect if you ever change the Operator Privileges,
you must click the 'Refresh Operator Privileges' button in the REST
Client item's properties and then restart the Gallagher Entra ID Sync
Service.
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Create a REST To create a REST Client item, refer to the topic "Creating a REST API Client
Client item Item" in the Gallagher Configuration Client Help. Configuration notes:

e Gallagher recommends enabling offline monitoring so operators
are informed if the Entra ID Sync service loses communication with
Command Centre. The 'Status and Overrides' tab will also display fault
messages from Entra ID Sync.

e Assign the Command Centre operator as described on the previous
page.

e Client Certificate: The procedure in the Gallagher Configuration Client
Help for creating a Client Certificate is not applicable for Entra ID Sync.
If you wish to use a Client Certificate for this feature, refer to Appendix
D "Creating the Client Certificate" later in this release note.
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5.3 Entra ID Sync machine configuration

About this section

Procedure

Follow the procedure in this section when running the 'Entra ID Sync UI'

application for the first time.

Note: The Entra ID details configured in this procedure are used by Entra
ID Sync only to authenticate the Entra ID users logging onto the Entra ID
Sync Ul app (to configure Entra ID Sync). They are not used for replicating
users to Command Centre.

To connect the Entra ID Sync Ul app to the Gallagher Entra ID Sync Service,

perform the following procedure:

Step

Action

Description

1

Windows logon

Ensure you are logged on as a Windows user who is a local
machine administrator.

Launch the Entra ID
Sync Ul app

The 'Entra ID Sync Ul' app can be launched by searching for it in
the Start menu. Right-click it and select Run as administrator.

A configuration window displays.

MNarne Authorising Operator Group

Type

Command Centre Entra ID

URL

API Key

Thumbprint

Validate Server Certificate D
Discard bookmarks on URL changes a

Use Proxy a

Server Port
Use Default Credentials
Username

Password

Operator Group  REST OP

Cancel

Note: If you do not see this window, check the service is
running and that you ran the app as administrator.

URL

In the URL field, enter the address of your Command Centre
Server.

Format: https://Command Centre Server IP address:REST API
Port/

Example: https://192.168.10.20:8904/

API Key

Enter the API Key of the REST Client item you created in section
5.2 "Command Centre Server configuration".

Getting the API Key: This is found on the 'API Key' tab of the
REST Client item's properties.

Continued on next page
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5 Thumbprint If you want the connection between Entra ID and Command
Centre to require the use of your REST Client's Certificate
Thumbprint (extra security), enter your REST Client item's
Certificate Thumbprint in the Thumbprint field.

Getting the thumbprint: This is found on the 'API Key' tab of
the REST Client item's properties. If your REST Client item does
not have a Client Certificate Thumbprint, refer to Appendix D
"Creating the Client Certificate" later in this release note.
6 Validate Server If you... T
Certificate
select the Validate Server the Command Centre
Certificate check box. Server must send a trusted
certificate for Entra ID Sync to
connect to it.
leave the Validate Server the Command Centre Server
Certificate check box can send a self-signed
unchecked. certificate.
7 Discard bookmarks If you want... then...
on URL changes

a new bookmark to be select the Discard bookmarks
created whenever the 'URL' on URL changes check box.
is changed (good when
changing CC server)

the existing bookmark to leave the Discard bookmarks
be kept upon 'URL' changes on URL changes check box
(good when you are keeping | unchecked.

the same CC server but
changing its URL)

For more information about bookmarks, refer to section 3.3
"Notes for administrators".

8 Use Proxy If you wish to use a proxy server for communications between
Entra ID Sync and Command Centre, select the Use Proxy check
box.

9 Proxy details If you selected the 'Use Proxy' check box, enter the details of
your proxy server in the appropriate fields.

10 Operator Group Enter the name of the 'Entra ID Sync Operators' Operator Group
you created or decided upon in section 5.2 "Command Centre
Server configuration".

Continued on next page
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11

Click the Entra ID
tab

Narme Authorising Operator Group

Command Centre Entra ID

Tenant ID

Client ID

Authority
Use Proxy a

Server Part
Use Default Credentials
Username

Password

Cancel

On this tab, you enter details of an app registration in your
Entra ID tenant, so Entra ID Sync can authenticate users when
they log onto the Entra ID Sync Ul app.

12

Tenant ID

In the 'Tenant ID' field, enter the Dierctory (tenant) ID found in
the 'Overview' of the app registration you configured in section
5.1.1 "Single sign-on (user authentication) app registration".

13

Client ID

In the 'Client ID' field, enter the Application (client) ID found in
the 'Overview' of the app registration you configured in section
5.1.1 "Single sign-on (user authentication) app registration".

14

Authority

In the 'Authority' field, enter the following URL, replacing
[Tenant ID] with the Tenant ID you entered previously:

https://login.microsoftonline.com/[Tenant ID]/v2.0/.
well-known/openid-configuration

To copy and paste this URL, copy the below text as it does not
contain a line break:

https://login.microsoftonline.com/[Tenant ID]/v2.0/.well-known/openid-configuration

15

Use Proxy

If you wish to use a proxy server for authentication
communications between Entra ID Sync and Entra ID, select the
Use Proxy check box.

16

Proxy details

If you selected the 'Use Proxy' check box, enter the details of
your proxy server in the appropriate fields.

17

Click OK

Click OK to close this window and save your changes.

Result The configuration window closes and, if all configuration is correct, the

Entra ID Sync Ul app displays with Service Status as 'RUNNING'.
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Issues Configuration error: If an 'Error' pop-up window displays after clicking
'OK', refer to the error message and correct the issue.

Edit authorising Operator Group: If the Entra ID Sync Ul app displays
Service Status as 'EDIT AUTHORISING OPERATOR GROUP', either your
Entra ID user has not been assigned to a Command Centre operator who
is in the Operator Group you entered in the configuration window or an
Operator Group with the name you specified could not be found.

Not authorised: If the Entra ID Sync Ul app displays Service Status as 'NOT
AUTHORISED', your Entra ID user has not been assigned to a Command
Centre operator who is in the Operator Group you entered in the
configuration window.
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6 The Entra ID Sync Ul app

About the EntraID  The Entra ID Sync Ul app enables you to manage the replication service. You can

Sync Ul app view replication statistics, configure the replication, and modify the credentials
used by the service.
Common Before you start using the Entra ID Sync Ul app to configure Entra ID Sync, note

functionality the following common functions:

Button | Function Description
> Start This button starts replication from Entra-to-CC and/or CC-to-Entra as per
replication your Replication Group configuration.
I Pause This button pauses all replication from Entra-to-CC and CC-to-Entra.
replication
Y Resync This button performs a full resynchronisation for all Replication Groups. All
¢ Cardholders and users are fully synchronised as per your Replication Group
configuration.
This process will take some time to complete in the background.
+ Save your Click this button to save your configuration changes. When you close the
- configuration | Entra ID Sync Ul app, any unsaved changes are lost.
The Gallagher Entra ID Sync Service reads your configuration from a file.
Each time you click this button, the file is updated as per what is currently
set in the Entra ID Sync Ul app.
— Revert This button reverts your configuration to what it was the last time you
configuration | saved it. Any changes made since your last save are undone.
- Refresh CC Refreshes the Command Centre and Entra ID items displayed in the Entra ID
= and Entra ID | Sync Ul app.
Items Note: The Entra ID Sync Ul app may a few seconds to refresh.

Continued on next page
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Toggle test If you have just launched the Entra ID Sync Ul app for the first time, you
mode should enable test mode now.

When in test mode, the Entra ID Sync Service does not make any changes
to Command Centre or Entra ID. Instead, it logs the "changes" to log files
with the prefix 'TestModeSync' in the normal log file folder.

To use test mode correctly:

Step | Action

1 Enable test mode 4.

Note: The Replication Groups will not enter a 'TESTING' status
until you click & .

2 Configure Entra ID Sync, and click % .

The Replication Groups will enter 'TESTING: TEST RUN IN
PROGRESS' status.

3 Once the Replication Groups return to 'TESTING' status, inspect
the 'TestModeSync' log files to ensure sync updates look correct.

Note: If you are syncing from Command Centre to Entra ID,

since Cardholders are not being created yet, you will not see
logging of new Cardholder details being replicated back to Entra
ID. You should first configure and test Entra ID to Command
Centre replication only, then disable test mode to allow those
Cardholders to be created, and then enable test mode again
before configuring and testing replication from Command Centre
to Entra ID.

4 Disable test mode B4 .

You are prompted to either keep or discard the configuration
changes you made during test mode. Then, the service returns to
its normal operational mode.

Note: The log file records personally identifiable information
while in test mode. You may wish to secure or delete the log file
now.
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Troubleshooting
errors

Managing
configuration files

While using the Entra ID Sync Ul app, you may encounter errors. Note the
following troubleshooting methods:

Button Function Description
Reolication Errors: View Click this link to view errors with your
replication Replication Groups. By default, errors are
errors sorted from oldest to newest descending.
Viewing these errors can help you find
problems with your configuration.
Log Files Open log file | Click this button to open the Command Centre
folder and Entra ID Sync log file folder.

The file 'EntraSyncService.log' contains detailed
errors that have occurred during replication.

You may not use these functions often. The following buttons allow you to
import/export your Entra ID Sync configuration from/to an XML file:

Button

Function

Description

mport Config

Import
configuration

This button lets you replace your current
configuration with an XML Entra ID Sync
configuration file (i.e. one that was exported
previously). You cannot import a configuration
file that was exported from Gallagher Active
Directory Sync.

Export Config

Export
configuration

This button lets you back up your current
configuration to an XML Entra ID Sync
configuration file.

Secrets and API Keys of Credentials are not
included in the file.
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7 Credential configuration

About this section

Which procedures
are required

Configure an Entra
ID App Credential

You can configure three types of Credentials in the Entra ID Sync Ul app. You
should have already configured the Authentication Credential in section 5.3
"Entra ID Sync machine configuration".

The Entra ID App Credential represents an Entra ID tenant (an organisation's Entra
ID instance). The Command Centre REST API Credential represents a Command
Centre operator.

You need to select these Credentials when configuring a Replication Group.

You must create at least one Entra ID App Credential.

You will have already configured Command Centre REST API details in the
Authentication Credential (the 'Authorising Operator Group' Credential) in section
5.3 "Entra ID Sync machine configuration”. You only need to create a Command
Centre REST API Credential if the 'Authorising Operator Group' Credential does
not reference a REST Client item with sufficient privileges for replication.

To configure an Entra ID App Credential to represent an Entra ID tenant, perform
the following procedure in the Entra ID Sync Ul app:

Step | Action Description
1 CIICk the Entra-to-CC Replication Groups CC-to-Entra Replication Groups Credentials,
Credentials tab (ﬁ)
Authorising Operator Group Credential
N N o 3 &
ame Authorising Operator Group Type Authentication Credential -
Credentials +

2 Click the 4 button | Click the 4 button to the right of the 'Credentials' label.

A window displays.

Name Credential 1

Type (®) Entra Credential(_) CC Credential () Authentication Credential
Region -
Tenant ID

Client ID

O Certificate Thumbprint
@ Client Secret

Use Proxy a
Server Port
Use Default Credentials
Username
Password

3 Name

Enter a name for this Credential. E.g. 'Entra ID Tenant 1.

Credential names must be unique and cannot be changed once saved.

Continued on next page
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4 Type Ensure 'Entra Credential' is selected as the Type.

5 Region From the Region drop-down list, select the appropriate region for your
Entra ID tenant.

If your Region is not listed, contact the Gallagher Support Team.

6 Tenant ID Paste the Tenant ID of an Entra ID tenant. This can be found in Entra ID
under Properties.

7 Client ID Paste the Client ID of your Entra ID application. This can be found in
Entra ID under App registrations > All applications > [name of your
application] > Overview.

The application must have sufficient permissions to read or write to
Entra ID, depending on your requirements. Refer to section 5.1.2 "User
replication app registration”.

8 Certificate There are two methods by which the Entra ID Sync service can
Thumbprint or authenticate itself with Entra ID; a certificate thumbprint or a secret.
Client Secret
Option Description
Certificate A client certificate can be generated or
Thumbprint purchased from a certificate authority and

then uploaded to the Entra ID app registration.
If it was not generated on the Entra ID Sync
machine, it must also be imported into the
Entra ID Sync machine's Windows certificate
store. The thumbprint is then known to Entra ID
and can be entered here.

The certificate should meet certain criteria and
recommendations, as defined by Microsoft:
https://learn.microsoft.com/en-us/entra/
identity-platform/howto-create-self-signed-
certificate

You must grant the Entra ID Sync service
account access to the certificate's private key.

Client Secret Paste one of your Entra ID application's client
secrets. You can only view a client secret
immediately after it is created. If you saved a
client secret elsewhere, you can enter it here.
Otherwise, create a new one in Entra ID under
App registrations > All applications > [name of
your application] > Certificates and secrets.

9 Use Proxy If you wish to use a proxy server for user replication communications
between Entra ID Sync and Command Centre, select the Use Proxy
check box.

10 Proxy details If you selected the 'Use Proxy' check box, enter the details of your

proxy server in the appropriate fields.

11 Click OK Click OK to save this Entra ID App Credential.
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Configure a To configure a Command Centre REST API Credential to represent a Command
Command Centre Centre operator, perform the following procedure in the Entra ID Sync Ul app.

Credential Note: You only need to create a Command Centre REST API Credential if the

'Authorising Operator Group' Credential does not reference a REST Client item
with sufficient privileges for replication.

Step | Action Description

1 CIICk the Entra-to-CC Replication Groups CC-to-Entra Replication Groups Credentials,
Credentials tab (@)

Authorising Operator Group Credential

Name Authorising Operator Group Type Authentication Credential * *

Credentials +

2 Click the 4 button | Click the + button to the right of the 'Credentials' label.

A window displays.

3 Name Enter a name for this Credential. E.g. 'Gallagher Entra ID Sync Service
Operator'.

Credential names must be unique and cannot be changed once saved.

4 Type Select 'CC Credential' as the Type.

A different set of options display.

Name Credential 1

Type O Entra Credential®) CC Credential O Authentication Credential
URL

API Key

Thumbprint

Validate Server Certificate D
Discard bookmarks on URL changes a
Use Proxy a

Server Port
Use Default Credentials
Username

Password

Cancel

Continued on next page
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URL

In the URL field, enter the address of your Command Centre Server.

Format: https://Command Centre Server IP address:REST API Port/
Example: https://192.168.10.20:8904/

Note: 'localhost' in the URL is automatically replaced with '127.0.0.1'
(loopback address) upon clicking 'OK'. This speeds up all IP requests.

API Key

Enter the API Key of the REST Client item you created in section 5.2
"Command Centre Server configuration".

Getting the API Key: This is found on the 'API Key' tab of the REST

Client item's properties.

Thumbprint

If you want the connection between Entra ID and Command Centre
to require the use of your REST Client's Certificate Thumbprint (extra
security), enter your REST Client item's Certificate Thumbprint in the

Thumbprint field.

Getting the thumbprint: This is found on the 'API Key' tab of the REST
Client item's properties. If your REST Client item does not have a
Client Certificate Thumbprint, refer to Appendix D "Creating the Client
Certificate" later in this release note.

Validate Server
Certificate

If you...

then...

select the Validate Server
Certificate check box.

the Command Centre Server
must send a trusted certificate
for Entra ID Sync to connect to it.

leave the Validate Server
Certificate check box unchecked.

the Command Centre Server can
send a self-signed certificate.

Discard bookmarks
on URL changes

If you want...

then...

a new bookmark to be created
whenever the 'URL' is changed
(good when changing CC server)

select the Discard bookmarks on
URL changes check box.

the existing bookmark to be kept
upon 'URL' changes (good when
you are keeping the same CC
server but changing its URL)

leave the Discard bookmarks
on URL changes check box
unchecked.

Refer to section 3.3 "Notes for administrators" for more information

about bookmarks.

10

Use Proxy

If you wish to use a proxy server for communications between Entra ID
and Command Centre, select the Use Proxy check box.

11

Proxy details

If you selected the 'Use Proxy' check box, enter the details of your
proxy server in the appropriate fields.

12

Click OK

Click OK to close this window and save your changes.
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Result You have configured an Entra ID App Credential and a Command Centre REST API

Credential.
Entra-to-CC Replication Groups CC-to-Entra Replication Groups Credentials
Authorising Operator Group Credential

N . o . ot

lame Authorising Operator Group Type Authentication Credential -
Credentials +

Name Entra ID tenant 1 Type Entra ID App Credential L

Name Entra ID Sync Service operator Type Command Centre REST APl Credential ¢ .

Issues If there are any errors in your Credential configuration, these appear in the

Replication Errors.
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8 Replication Group configuration

Replication Groups A Replication Group is created in the Entra ID Sync Ul app. It is used to replicate
the user details of a single Entra ID tenant, either from Entra-to-CC or from CC-to-
Entra. Multiple Replication Groups can be created within the Entra ID Sync Ul app,
hence replication from multiple tenants is supported.

There are two types of Replication Groups: Entra-to-CC and CC-to-Entra.

Entra-to-CC Replication Groups  CC-to-Entra Replication Groups  Credentials
Entra-to-CC Replication Groups +
Entra-to-CC Replication Group 1 @ encbled Yoow
Status RUNNING Time Elapsed 00:03:03
Cardholder Additions 6
Entra ID Graph @ Entra ID Credential Entra ID Credential  Enira D Credentia Cardholder Deauthorisations 0
Cardholder Deletions 0
CC Credential Entra ID Sync Service Operato Cardholder Updates 0
showfiter: @Dy +
(©) Cardholder Fiter (- )

Cardholder Filters A Replication Group contains Cardholder Filters that define a subset of Entra
ID users (Entra-to-CC) or Command Centre Cardholders (CC-to-Entra) and their
mappings. Each Replication Group supports multiple Cardholder Filters.

For replication to occur, a user or Cardholder must pass certain filters. For those
that pass the filters, they are replicated in Command Centre (Entra-to-CC) or Entra
ID (CC-to-Entra) as per the Cardholder Filter's mapping configurations.

Filters are processed in the order they are listed. After modifying filters, Gallagher
recommends performing a resynchronisation &.

(A) My Entra-to-CC Cardholder Filter [n]x- 3 |

() Valid Groups (0)

(%) Field Mappings (5}

Creating The following sections describe how to create a Replication Group for Entra-to-CC
Replication Groups replication and CC-to-Entra replication:

8.1 Creating an Entra-to-CC Replication Group
8.2 Creating a CC-to-Entra Replication Group

Configuring The following sections describe how to configure Cardholder Filters:

Cardholder Filters 8.3 Configuring an Entra-to-CC Replication Group Cardholder Filter

8.4 Configuring a CC-to-Entra Replication Group Cardholder Filter

& Test mode Before configuring Replication Groups, Gallagher recommends that you enable
test mode.
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8.1

Creating an Entra-to-CC Replication Group

General

configuration

To create an Entra ID to Command Centre Replication Group, perform the

following procedure on the 'Entra-to-CC Replication Groups' tab:

Step

Action

Description

1

Click the + button

Click the =4 button to the right of the 'Entra-to-CC Replication
Groups' label.

The Entra Replication Group window displays.

Entra Replication Group

Replication Group Name CC Credential Name

Replication Group Authorising Operator Group -

When Cardholder not in Entra
Leave in Command Centre -
Entra Tenant

Comm Settings

Entra Credential

Cancel

Replication Group
Name

In the Replication Group Name field, enter a name for this
Replication Group.

Give a meaningful name that reflects the purpose of this
Replication Group.

CC Credential
Name

From the CC Credential Name drop-down list, select a
Command Centre Credential.

The Credential must reference a REST Client item with sufficient
privileges for replication. If the 'Authorising Operator Group'

is insufficient, create a 'CC Credential' for the REST Client item
whose operator has the privileges to modify the required
Command Centre items.

When Cardholder
not in Entra

From the When Cardholder not in Entra drop-down list, select
your desired option.

During a full resyng, if a Cardholder does not have a
corresponding user in Entra ID who passes any Cardholder
Filters:

Option Behaviour

the Cardholder remains in Command
Centre, unchanged.

Leave in
Command Centre

the Cardholder is deauthorised in
Command Centre.

the Cardholder is deleted from
Command Centre.

Deauthorise in
Command Centre

Remove from
Command Centre
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Entra Tenant tab

To select the Entra Credential used by an Entra ID to Command Centre

Replication Group, perform the following procedure:

Step | Action Description
1 Click the Entra o
Entra Replication Group
Tenant tab
Replication Group Name CC Credential Name
Entra-to-CC Replication Group 1 Entra ID Sync Service Operator -
When Cardholder not in Entra
Leave in Command Centre -
Entra Tenan@ Comm Settings Unique ID Attributes
Entra Credential
Entra ID Credential -
+
cancel | [N
2 Click the 4+ button | Click the + button to add an Entra Credential.
3 Entra Credential In the Entra Credential field, select an Entra ID Credential from

the drop-down list.

You need to have configured an Entra ID Credential.

The credential's application must have sufficient permissions to
read Entra ID user data. Refer to section 5.1.2 "User replication
app regqistration”.

Note: The Entra Tenant must be unique for each Entra-to-CC
Replication Group. If you need varying filters for the same
tenant, configure multiple Cardholder Filters within one
Replication Group; not multiple Replication Groups.
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Comm Settings tab  To configure the communication settings of an Entra ID to Command
Centre Replication Group, perform the following procedure.

& Default settings: Gallagher has preset this tab with recommended
settings and recommends you leave the Comm Settings as default.

Step | Action Description
1 Click the Comm -
. Entra Replication Group
Settings tab
Replication Group Name CC Credential Name
Entra-to-CC Replication Group 1 Entra D Sync Service Operator -
‘When Cardholder not in Entra
Leave in Command Centre -
Entra Tenant  Comm Setting@ Unique ID Attributes
Entra Reconnect (sec)
30
Cancel n
3 Entra Reconnect In the Entra Reconnect field, enter the minimum time (in
seconds) Entra ID Sync will wait before trying to reconnect to
Entra ID.
Unique ID Once you have configured the general settings and Entra Tenant tab, if
Attributes tab your configuration is correct, the Unique ID Attributes tab will display.

If not, double-check your Replication Group configuration and your
Credentials.
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Unique ID
Attributes tab

To configure the Unique ID Attributes of an Entra ID to Command Centre
Replication Group, perform the following procedure:

Step

Action

Description

1

Click the Unique ID

Attributes tab

Entra Replication Group

Replication Group Name €C Credential Name

Entra-to-CC Replication Group 1 Entra ID Sync Service Operator -

‘When Cardhalder not in Entra

Leave in Command Centre -

Comm Settings  Unique ID Attnbuteéﬁ

Entra Unique Lookup Field

Entra Tenant

€ Unique Lookup PDF

Cancel n

Entra Unique
Lookup Field

If you need to map Entra ID users to existing Cardholders and
are therefore using the unique ID PDF as a secondary unique ID,
select an 'Entra Unique Lookup Field'.

From the drop-down list, select the Entra ID user attribute to
use as the unique ID to map users to existing Cardholders.

See section 1.4 "Cardholder identification" for important
information about the unique ID.

CC Unique Lookup
PDF

If you selected an 'Entra Unique Lookup Field' select a 'CC
Unique Lookup PDF'.

From the drop-down list, select the unique PDF that contains
existing Cardholders' unique ID.

See section 1.4 "Cardholder identification" for important
information about the unique ID.

Click Update

Click the “ button to save and update your configuration.

The Entra Replication Group window closes.

Result

You have configured an Entra-to-CC Replication Group. It displays on the
'Entra-to-CC Replication Groups' tab.

Gallagher Command Centre Entra ID Sync Feature 2.0 | Edition 1.6 | July 2026
Copyright © Gallagher Group Limited

Page 46




8.2 Creating a CC-to-Entra Replication Group

General To create a Command Centre to Entra ID Replication Group, perform the
configuration following procedure on the 'CC-to-Entra Replication Groups' tab:
Step | Action Description

1 Click the 4+ button

Click the 4 button to the right of the 'CC-to-Entra Replication
Groups' label.

The Command Centre Replication Group window displays.

Command Centre Replication Group

Replication Group Name CC Credential Name

Replication Group Authorising Operator Group -

EntraTenant  Comm Settings

Entra Credential

Cancel

2 Replication Group
Name

In the Replication Group Name field, enter a name for this
Replication Group.

Give a meaningful name that reflects the purpose of this
Replication Group.

3 CC Credential
Name

From the CC Credential Name drop-down list, select a
Command Centre Credential.

The Credential must reference a REST Client item with sufficient
privileges for replication. If the 'Authorising Operator Group' is
insufficient, create a Credential for the REST Client item whose
operator has the privileges to modify the required Command
Centre items.

Gallagher Command Centre Entra ID Sync Feature 2.0 | Edition 1.6 | July 2026

Copyright © Gallagher Group Limited

Page 47




Entra Tenant tab

To select the Entra Credential used by a Command Centre to Entra ID

Replication Group, perform the following procedure:

Step | Action Description
1 Click the Entra -
Command Centre Replication Group
Tenant tab
Replication Group Name CC Credential Name
CC-to-Entra Replication Group 1 Entra ID Sync Service Operator -
Entra Tenant___Comm Settings  Unique ID Attributes
Entra Credential
Entra ID Credential -
+
cance! | [T
2 Click the 4 button | Click the + button to add an Entra Credential.
3 Entra Credential In the Entra Credential field, select an Entra ID Credential from

the drop-down list.

You need to have configured an Entra ID Credential.

The credential's application must have sufficient permissions
to write to Entra ID. Refer to section 5.1.2 "User replication app

registration".

Note: The Entra Tenant must be unique for each CC-to-Entra
Replication Group. If you need varying filters for the same
tenant, configure multiple Cardholder Filters within one
Replication Group; not multiple Replication Groups.
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Comm Settings tab  To configure the communication settings of a Command Centre to Entra ID
Replication Group, perform the following procedure.

& Default settings: Gallagher has preset this tab with recommended
settings and recommends you leave the Comm Settings as default.

Step | Action Description
1 Click the Comm -
. Command Centre Replication Group
Settings tab
Replication Group Name CC Credential Name
€C-to-Entra Replication Group 1 Entra D Sync Service Operator -
EntraTenant  Comm Settings Unique ID Attributes
Entra Reconnect (sec) CC Poll (sec) CC Save (sec)
30 5 15
Cancel n
2 Entra Reconnect In the Entra Reconnect field, enter the minimum time (in
seconds) Entra ID Sync will wait before trying to reconnect to
Entra ID.
3 CC Poll In the CC Poll field, enter how frequently (in seconds) the

Gallagher Entra ID Sync Service will check for changes to
Command Centre Cardholders.

4 CC Save In the CC Save field, enter how frequently (in seconds)
Command Centre's state is saved. The state is not saved when
changes are not being consumed.

Command Centre's state is saved so Entra ID Sync has a
faster start up. Saving the state too frequently may impact

performance.
Unique ID Once you have configured the general settings and Entra Tenant tab, if
Attributes tab your configuration is correct, the Unique ID Attributes tab will display.

If not, double-check your Replication Group configuration and your

Credentials.
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Unique ID To configure the Unique ID Attributes of a Command Centre to Entra ID
Attributes tab Replication Group, perform the following procedure:

Step | Action

Description

1 Click the Unique ID
Attributes tab

Command Centre Replication Group

Replication Group Mame CC Credential Name

CC-to-Entra Replication Group 1 Entra ID Sync Service Operator -

EntraTenant ~ Comm Settings  Unique ID Attributes

Entra Attribute CCUnique PDF

Cancel n

2 Entra Attribute

From the 'Entra Attribute' drop-down list, select the Entra ID
user attribute that you wish to use as the unique ID to be used
to map users to Cardholders.

See section 1.4 "Cardholder identification" for important
information about the unique ID.

3 CC Unique PDF

From the 'CC Unique Lookup PDF' drop-down list, select the
unigue PDF that contains existing Cardholders' unique ID.

See section 1.4 "Cardholder identification" for important
information about the unique ID.

4 Click Update

Click the button to save and update your configuration.

The Command Centre Replication Group window closes.

Result You have configured a CC-to-Entra Replication Group. It displays on the
'CC-to-Entra Replication Groups' tab.
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8.3 Configuring an Entra-to-CC Replication Group Cardholder Filter

In this section This section describes how to create an Entra-to-CC Cardholder Filter and
configure its different settings.

Before you begin Before creating a Cardholder Filter for an Entra-to-CC Replication Group,
you need to have created the Replication Group. See section 8.1 "Creating
an Entra-to-CC Replication Group".

How users are Entra-to-CC Cardholder Filters contain a list of Valid Groups. If a list is
selected to be empty, it selects all users. If a list specifies groups, only users in those Entra
replicated ID groups are selected to be replicated to Command Centre.

The 'Isolate’' check  Some Cardholder Filter filters and mappings have an 'Isolate' check box.
box

If the 'lsolate' | then...
check box is...

selected the filter or mapping only applies to users directly

within the Entra ID group referenced in the filter or
mapping; not users within sub-groups.

not selected the filter or mapping applies to users within the groups

] referenced in the filter or mapping and their sub-
groups.

8.3.1 Entra-to-CC: Creating the Cardholder Filter

Creating a To create a Cardholder Filter for an Entra-to-CC Replication Group, perform
Cardholder Filter the following procedure:

Step | Action Description

1 Click the 4 button | Click the + button to the right of the 'Show Filters' toggle.

A window displays.

Entra ID to Command Centre Cardholder Filter
Filter Nams When Cardhelder not in Valid Greups
Cardholder Filter Leave in Command Centre A
Sync Mode Default Division
Create and update = Division 1 -
2 Filter Name In the Filter Name field, enter a name for this Cardholder Filter.

Continued on next page
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3 When Cardholder From the When Cardholder not in Valid Groups drop-down list,
not in Valid Groups | select your desired option.

If a user is not in - or is removed from - any of this Cardholder
Filter's Valid Groups, this Cardholder Filter's mappings are not
applied to their corresponding Cardholder, and:

Option Behaviour

Leave in their corresponding Cardholder remains
Command Centre | in Command Centre.

Deauthorise in their corresponding Cardholder is
Command Centre | deauthorised in Command Centre.

Remove from their corresponding Cardholder is
Command Centre | deleted from Command Centre.

4 Sync Mode From the Sync Mode drop-down list, select your desired option.
Option Behaviour
Create and Entra ID Sync will create Cardholders in
update Command Centre that exist in Entra ID

but not Command Centre, and update
Cardholders that already exist in Command
Centre.

Update only Entra ID Sync will only update Cardholders
that already exist in Command Centre.

5 Default Division From the Default Division drop-down list, select the Command
Centre Division that Cardholders will be created in when they
are replicated from Entra ID.

& Do not use Root Division: If you use the 'Remove
from Command Centre' option and there are Cardholders
in Command Centre that are not in Entra ID, Entra ID Sync
will remove them. To avoid unintentionally removing many
Cardholders, Gallagher recommends creating a dedicated
Division to contain just those Cardholders who will be
synchronised from Entra ID. See section 1.4 "Cardholder

identification".
6 Click OK Click OK to close and save the Cardholder Filter.

The Cardholder Filter displays in collapsed view.

7 Expand the Click the Cardholder Filter's name to expand it and view the
Cardholder Filter mapping settings.

(%) My Entra-to-CC Cardholder Fifter (- |
(%) Valid Groups (0)
(%) Field Mappings (5)
(%) User Code Mappings (0)
() PDF Mappin
(%) Image Mappings
() Defautt

ccess Group Mappings (0)

(%) Card Type Mappings (0)
() Competency Mappings (0)
() Operator Group Mappings (0)
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8.3.3  Entra-to-CC: Valid Groups

Valid Groups To be replicated in Command Centre, an Entra ID user must pass a Valid
Groups filter.

If no Valid Groups are specified, all users will pass the Valid Groups filters.
If Valid Groups are specified, only users in those groups will pass a Valid
Groups filter.

Users that pass a Valid Groups filter are replicated in Command Centre as
per the Cardholder Filter's mappings.

Adding a Valid To specify a Valid Group for a Cardholder Filter, perform the following
Group procedure:
Step | Action Description
1 Click Valid Groups Click 'Valid Groups' to display the Valid Groups.
@ Valid Groups (0)
Entra Group Isolate
+
2 Click + Click the =+ button.
A new entry is created.
3 Entra ID Group From the drop-down list, select an Entra ID group.
4 Isolate If you wish to select only this Entra ID group and not its sub-
groups, select the Isolate check box.
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8.3.4  Entra-to-CC: Field Mappings

Field Mappings You can map Entra ID user attributes to the following Command Centre
Cardholder fields:
e authorised e |logonname
e description e oidcuserid
e extendedaccess e shortname
e firstname e windowslogonname
¢ lastname

Default mappings Entra-to-CC Cardholder Filters come with some default Field Mappings
that you may find useful. Remove any that you do not want.

Adding a Field To add a Field Mapping to a Cardholder Filter, perform the following
Mapping procedure:
Step | Action Description
1 Click Field Click 'Field Mappings' to display the Field Mappings.
Mappings @ Feta Vornge 6
Entra Attribute CC Field
givenName - firstname -
surname A lastname hd
displayMame - shortname -
userPrincipalName v oideuserid -
accountEnabled - authorised -
+ @
2 Click + Click the =+ button.
An empty Field Mapping is created.
3 Entra ID Attribute From the drop-down list, select an Entra ID attribute you wish
to map to a Command Centre field.
4 CC Field From the drop-down list, select the Command Centre field you
wish to map your selected Entra ID attribute to.
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8.3.5 Entra-to-CC: The User Code Mapping

The User Code You must choose which Entra ID attribute will be used as Cardholders' User
Mapping Codes when they are replicated from Entra ID.
Constraints Keep the following constraints in mind when choosing an attribute to map

to the User Code:

e The User Code must be a minimum of 4 digits long and a maximum of
8 digits long (default is 4 digits long).

e User Codes include leading zeros as valid digits in the codes.
e Separate Cardholders can have different length User Codes.

¢ The User Code must be unique when considering each Cardholder's
Duress Logon User Code. A Cardholder's Duress Logon User Code is
their User Code (e.g. 1234) incremented by one (e.g. 1235). There
must be no cases where a Cardholder’s User Code matches another
Cardholders Duress Logon User Code.

Adding the User To add the User Code Mapping to a Cardholder Filter, perform the

Code Mapping following procedure:
Step | Action Description
1 Click User Code Click 'User Code Mapping' to display the User Code Mapping.
Mapping (&) User Code Mappings (0)
Entra Attribute
+

2 Click + Click the =+ button.

An empty User Code Mapping is created.
3 Entra ID Attribute From the drop-down list, select the Entra ID attribute to be

mapped to Cardholders' User Codes.
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8.3.6  Entra-to-CC: PDF Mappings

PDF Mappings You can map Entra ID attributes to Command Centre Personal Data Field
(PDF) values.

Image PDFs: PDF Mappings do not support image PDFs. You map image
PDFs under Image Mappings.

Functionality For any PDF that is mapped, a Cardholder's PDF value is updated in
Command Centre as per the value of the mapped Entra ID attribute. For
any PDF that is not mapped (including deleted mappings), a Cardholder's
existing PDF value is not changed by Entra ID Sync (will not be cleared).

Adding a PDF To add a PDF Mapping to a Cardholder Filter, perform the following
Mapping procedure:
Step | Action Description

1 Click PDF Mappings

Click 'PDF Mappings' to display the PDF Mappings.
@PD: Mappings (0)

Entra Attribute CC PDF Notifications

+

2 Click +

Click the =+ button.
An empty PDF Mapping is created.

3 Entra ID Attribute

From the drop-down list, select an Entra ID attribute you wish
to map to a Command Centre PDF value.

4 CC PDF

From the drop-down list, select the Command Centre PDF you
wish to map your selected Entra ID attribute to.

5 Notifications

To have the 'Notification' check box be selected for this PDF
when it is mapped to Cardholders in Command Centre, select
the Notifications check box.

The 'Notification' check box in Command Centre:

Smith, John - Properties X
Gt |
eneral ) Personal Data Field Data Notification
Status and Overridzs LiriEmal address! example @email.com
Cards [ Mobile number 1234567890 O

Access Groups
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8.3.7

Entra-to-CC: Image Mappings

Image Mappings

Functionality

Creating the
shared folder

Adding an Image

You can map Entra ID image file names to Command Centre Image
Personal Data Field (PDF) values.

Thumbnails: Mapping Entra ID thumbnails (as opposed to full-sized
images) is not supported.

Image Mapping sends the image file names (and other details to create the
complete file paths) to Command Centre so it can import the images from
the shared folder into the Image PDFs of Cardholders. For any Image PDF
that is not mapped (including deleted mappings), a Cardholder's existing
Image PDF is not changed by Entra ID Sync (will not be cleared).

User's images must be kept in a shared folder that can be accessed by the
Command Centre Server. Entra ID Sync determines users' image file names
using the 'Image Path Augmentation' setting.

The Gallagher Entra ID Sync Service syncs a Cardholder's image from Entra
ID whenever the value of their 'Entra ID Attribute' changes. You should
create a script that changes the value of a user's 'Entra ID Attribute' when
a new image is added to the file share. If using the 'AttributelsFileName'
setting, ensure the 'Entra ID Attribute' is updated to the user's new file
name. Otherwise, the user's 'Entra ID Attribute' can be updated to any
value.

You need to create a shared folder to hold all your images to be replicated.

A Folder access: The shared folder must be accessible from the
computer running the Gallagher Entra ID Sync Service and the Windows
account running the Gallagher Entra ID Sync Service.

To add an Image Mapping to a Cardholder Filter, perform the following

Mapping procedure:
Step | Action Description
1 Click Image Click 'Image Mappings' to display the Image Mappings.
Mappings
pp g @ Image Mappings (0)
Entra Attribute CC PDF Image Type Base Image Path Image Path Aug...
+
2 Click + Click the =+ button.
An empty Image Mapping is created.

3 Entra ID Attribute From the drop-down list, select the Entra ID attribute that will
trigger a user's image to be synced when the attribute's value
changes. If using the 'AttributelsFileName' option for the 'Image
Path Augmentation' setting, select the attribute that holds the
name of a user's image file.

Continued on next page
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4 CC PDF From the drop-down list, select the Image type Personal Data
Field (PDF) that will receive Cardholders' images.

5 Image Type From the drop-down list, select the file format of the images
that are to be imported into Command Centre.

6 Base Image Path Enter the fully qualified path of the high-level shared folder that

contains all of your images. This folder may contain sub-folders.

You must use Universal Naming Convention (not a mapped
network path). For example,
\\ComputerName\folder\subfolder\

Continued on next page
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7 Image Path
Augmentation

From the drop-down list, select the appropriate option.

Different options will append different things to the Base Image
Path as described in the table below.

For the examples:

e Base Image Path = C:\Images

e CCPDF = Photo

* Image Type = JPG

e User's Entra ID Attribute = Image_John_1
value

e User's Unique ID value = 1111

Option Behaviour

AttributelsFileName

The value of the selected 'Entra ID
Attribute' is the file name.

Example:
C:\Images\Image_John_1.jpg

UniqueldisFileName

The user's Unique ID is the file name.

Example:
C:\Images\1111.jpg

PdfNamelsSubdir-
UniqueldIsFileName

The selected 'CC PDF' is the sub-folder,
the user's Unique ID is the file name.

Example:
C:\Images\Photo\1111.jpg

UniqueldlsSubdir-
PdfNamelsFileName

The user's Unique ID is the sub-folder,
the selected 'CC PDF' is the file name.

Example:
C:\Images\1111\Photo.jpg

PdfNamePlusUnique-
IdisFileName

The selected 'CC PDF' plus the user's
Unique ID is the file name.

Example:
C:\Images\Photo1111.jpg

UniqueldPlusPdf-
NamelsFileName

The user's Unique ID plus the selected
'CC PDF'is the file name.

Example:
C:\Images\1111Photo.jpg
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8.3.8

Entra-to-CC: Default Access Groups

Default Access

Groups

Access Group
management

Adding a Default
Access Group

You can specify Access Groups that all Cardholders will be put in when
they are replicated from Entra ID users by this Replication Group.

If an Access Group is specified as a Default Access Group, that Access
Group is "managed" by Entra ID Sync, so that its Cardholders are kept as
they should be as per all Replication Groups' Default Access Groups (and
Access Group Mappings). Entra ID Sync will remove from the Access Group
any Cardholder who:

e has a matching Entra ID user, and

e should not be in the Access Group according to the Default Access
Groups and Access Group Mappings.

If an Access Group is not mapped in the Entra ID Sync configuration, that
Access Group is not "managed" by Entra ID Sync. Entra ID Sync will not add
Cardholders to it, nor will it remove any that are manually added.

To add a Default Access Group to a Cardholder Filter, perform the
following procedure:

Step @ Action Description
1 Click Default Access | Click 'Default Access Groups' to display the Default Access
Groups Groups.
@ Default Access Groups (0)
CC Access Group Bound PDFs
+

2 Click + Click the =+ button.

An empty Default Access Group is created.

3 CC Access Group From the drop-down list, select the Command Centre Access
Group you wish all Cardholders to be put in when replicated
from Entra ID by this Replication Group.

4 Bound PDFs Bound PDFs are any 'required' PDFs that are assigned to the

Access Group. Click 'Edit PDFs..." and add all 'required' PDFs that
are assigned to the Access Group.

If there is an Entra ID user for whom a value cannot be
replicated to a specified Bound PDF, they are not added to the
Access Group(s) with this Bound PDF set.

Reasons a value cannot be replicated to Command Centre for a
user include:

e The PDF is not mapped under 'PDF Mappings'.

e The Entra ID user has no value in the attribute that is
mapped to the PDF.
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8.3.9 Entra-to-CC: Access Group Mappings

Access Group
Mappings

Example

Access Group
management

You can map Entra ID Groups to Command Centre Access Groups. When
users in these Groups are replicated to Command Centre, they will be put
in the mapped Access Groups.

You can map... to...

a single Entra ID o
group

a single Command Centre Access Group, or

multiple Command Centre Access Groups.

multiple EntralD | e
groups

a single Command Centre Access Group, or

multiple Command Centre Access Groups.

For example, tenants in 'MarketingTeam' can be mapped to Command
Centre Access Groups A, B, and C:

@ Access Group Mappings (3)

Entra Group CC Access Group Isolate Bound PDFs
MarketingTeam = Access Group A | Edit PDFs..
MarketingTeam Access Group B [ Edit PDFs..
MarketingTeam = Access Group C | Edit PDFs..

+

If an Access Group is specified in any Access Group Mapping, that Access
Group is "managed" by Entra ID Sync, so that its Cardholders are kept as
they should be as per all Replication Groups' Access Group Mappings (and
Default Access Groups). Entra ID Sync will remove from the Access Group
any Cardholder who:

¢ has a matching Entra ID user, and

e should not be in the Access Group according to the Default Access
Groups and Access Group Mappings.

If an Access Group is not mapped in the Entra ID Sync configuration, that
Access Group is not "managed" by Entra ID Sync. Entra ID Sync will not add
Cardholders to it, nor will it remove any that are manually added.
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Adding an Access To add an Access Group Mapping to a Cardholder Filter, perform the

Group Mapping following procedure:
Step | Action Description
1 Click Access Group | Click 'Access Group Mappings' to display the Access Group
Mappings Mappings.
@ Access Group Mappings (0)
Entra Group CC Access Group Isolate Bound PDFs
+
2 Click + Click the 4 button.

An empty Access Group Mapping is created.

3 Entra ID Group

From the drop-down list, select an Entra ID Group you wish to
map to a Command Centre Access Group.

4 CC Access Group

From the drop-down list, select the Command Centre Access
Group you wish to map your selected Entra ID Group to.

5 Isolate If you want this mapping to only apply directly to the selected
Entra ID Group, not its sub-groups, select the Isolate check box.
6 Bound PDFs Bound PDFs are any 'required' PDFs that are assigned to the

Access Group. Click 'Edit PDFs..." and add all 'required' PDFs that
are assigned to the Access Group.

If there is an Entra ID user for whom a value cannot be
replicated to a specified Bound PDF, they are not added to the
Access Group(s) with this Bound PDF set.

Reasons a value cannot be replicated to Command Centre for a
user include:

e The PDF is not mapped under 'PDF Mappings'.

e The Entra ID user has no value in the attribute that is
mapped to the PDF.
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8.3.10 Entra-to-CC: Card Type Mappings

Card Type
Mappings

You can map Entra ID Groups to Command Centre Card Types. When users
in these Groups are replicated to Command Centre, they will be assigned

card(s) of each of the mapped Card Type(s).

You can map... to...

a single Entra ID o
group

a single Command Centre Card Type, or

e multiple Command Centre Card Types.

multiple EntralD | e
groups

a single Command Centre Card Type, or

e multiple Command Centre Card Types.

Adding a Card

To add a Card Type Mapping to a Cardholder Filter, perform the following

Type Mapping procedure:
Step = Action Description
1 Click Card Type Click 'Card Type Mappings' to display the Card Type Mappings.

Mappings

@ Card Type Mappings (0)

‘When not in Entra: | Disable in Command Centre

Entra Group CC Card Type Isolate
+
2 When not in Entra From the drop-down list, select your desired option.
If a user is in Entra ID but is not in any of the 'Entra ID Groups' in
these Card Type Mappings:
Option Behaviour
Disable in their corresponding Cardholder's card is
Command Centre | disabled in Command Centre.
Remove from their corresponding Cardholder's card is
Command Centre | deleted from Command Centre.
Leave in their corresponding Cardholder's card
Command Centre | remains in Command Centre.
3 Click + Click the =+ button.
An empty Card Type Mapping is created.
4 Entra ID Group From the drop-down list, select an Entra ID Group you wish to
map to a Command Centre Card Type.
5 CC Card Type From the drop-down list, select the Command Centre Card Type
you wish to map your selected Entra ID Group to.
6 Isolate If you want this mapping to only apply directly to the selected

Entra ID Group, not its sub-groups, select the Isolate check box.
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8.3.11 Entra-to-CC: Competency Mappings

Competency You can map Entra ID Groups to Command Centre Competencies. When
Mappings users in these Groups are replicated to Command Centre, they will be

assigned the mapped Competencies.

You can map... to...

group

a single Entra ID e asingle Command Centre Competency, or

e multiple Command Centre Competencies.

multiple EntraID | ¢ asingle Command Centre Competency, or

groups e multiple Command Centre Competencies.
Adding a To add a Competency Mapping to a Cardholder Filter, perform the
Competency following procedure:
Mapping
Step @ Action Description
1 Click Competency Click 'Competency Mappings' to display the Competency
Mappings Mappings.
@ Competency Mappings (0)
Entra Group Isolate
+
2 Click + Click the + button.
An empty Competency Mapping is created.
3 Entra ID Group From the drop-down list, select an Entra ID Group you wish to
map to a Command Centre Competency.
4 CC Competency From the drop-down list, select the Command Centre
Competency you wish to map your selected Entra ID Group to.
5 Isolate If you want this mapping to only apply directly to the selected
Entra ID Group, not its sub-groups, select the Isolate check box.

Gallagher Command Centre Entra ID Sync Feature 2.0 | Edition 1.6 | July 2026
Copyright © Gallagher Group Limited

Page 64




8.3.12 Entra-to-CC: Operator Group Mappings

Operator Group You can map Entra ID Groups to Command Centre Operator Groups. When
Mappings users in these Groups are replicated to Command Centre, they will be put
in the mapped Operator Groups.
You can map... to...
a single Entra ID e asingle Command Centre Operator Group, or
group e multiple Command Centre Operator Groups.
multiple EntraID | e asingle Command Centre Operator Group, or
groups e multiple Command Centre Operator Groups.
Adding an To add an Operator Group Mapping to a Cardholder Filter, perform the
Operator Group following procedure:
Mapping
Step @ Action Description
1 Click Operator Click 'Operator Group Mappings' to display the Operator Group

Group Mappings Mappings.

@ Operator Group Mappings (0)

Entra Group CC Operator Group Isolate
+
2 Click + Click the + button.
An empty Operator Group Mapping is created.
3 Entra ID Group From the drop-down list, select an Entra ID Group you wish to
map to a Command Centre Operator Group.
4 CC Operator Group | From the drop-down list, select the Command Centre Operator
Group you wish to map your selected Entra ID Group to.
5 Isolate If you want this mapping to only apply directly to the selected

Entra ID Group, not its sub-groups, select the Isolate check box.
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8.4 Configuring a CC-to-Entra Replication Group Cardholder Filter

In this section This section describes how to create a CC-to-Entra Cardholder Filter and

configure its different settings.

Before you begin Before creating a Cardholder Filter for a CC-to-Entra Replication Group,

you need to have created the Replication Group. See section 8.2 "Creating
a CC-to-Entra Replication Group".

How users are CC-to-Entra Cardholder Filters contain a list of Valid Divisions and Valid
selected to be Access Groups. If a list is empty, it selects all Cardholders. If a list specifies
replicated Divisions or Access Groups, only Cardholders in that Division or Access

8.4.1

Group are selected to be replicated.

CC-to-Entra: Creating the Cardholder Filter

Creating a To create a Cardholder Filter for a CC-to-Entra Replication Group, perform
Cardholder Filter the following procedure:

Step

Action Description

1

Click the + button | Click the + button to the right of the 'Show Filters' toggle.

A window displays.

Command Centre to Entra ID Cardholder Filter

Filter Name
Cardholder Filter

Filter Name In the Filter Name field, enter a name for this Cardholder Filter.

Click OK Click OK to close and save the Cardholder Filter.

The Cardholder Filter displays in collapsed view.

Expand the Click the Cardholder Filter's name to expand it and view the
Cardholder Filter mapping settings.

@ My CC-to-Entra Cardholder Filter rD ¢ [ ]
(%) valid Divisions (0)
(%) Valid Access Groups ()
® Image Mappings (0)
® Card Mumber Mappings (0)

(%) Card CSN Mappings (0)
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8.4.2 CC-to-Entra: Valid Divisions

Valid Divisions Valid Divisions are the Command Centre Divisions whose Cardholders the
Cardholder Filter maps to Entra ID.

The Cardholders in a Cardholder Filter's Divisions will be mapped to users
as per that Cardholder Filter's mappings.

Rules The following rules apply for Valid Divisions:

e Only Cardholders within the specified Valid Division(s) and Valid Access
Group(s) are replicated.

¢ If no Valid Divisions are specified, changes to Cardholders in any
Division are replicated.

e Child Divisions of Valid Divisions are not replicated unless they are
explicitly specified in the configuration as well.

Adding a Valid To specify a Valid Division for a Cardholder Filter, perform the following
Division procedure:
Step | Action Description
1 Click Valid Divisions | Click 'Valid Divisions' to display the Valid Divisions.
() valid Divisions (0)
€C Division
+
2 Click + Click the =+ button.
A new entry is created.
3 CC Division From the drop-down list, select a Command Centre Division.
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8.4.3  CC-to-Entra: Valid Access Groups
Valid Access Valid Access Groups are the Command Centre Access Groups whose
Groups Cardholders the Cardholder Filter maps to Entra ID.

The Cardholders in a Cardholder Filter's Access Groups will be mapped to
users as per that Cardholder Filter's mappings.

Rules The following rules apply for Valid Access Groups:

e Only Cardholders within the specified Valid Division(s) and Valid Access
Group(s) are replicated.

e If no Valid Access Groups are specified, changes to Cardholders in any
Access Group are replicated.

e Cardholders are also replicated if they are in the Child Access Group of
a Valid Access Group.

Adding a Valid To specify a Valid Access Group for a Cardholder Filter, perform the
Access Group following procedure:
Step | Action Description
1 Click Valid Access Click 'Valid Access Groups' to display the Valid Access Groups.
Groups T
€C Access Group
+
2 Click + Click the =+ button.
A new entry is created.
3 CC Access Group From the drop-down list, select a Command Centre Access
Group.
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8.4.4 CC-to-Entra: Image Mappings

Image Mappings

Creating the
shared folder

Adding an Image

You can map Command Centre Image Personal Data Field (PDF) values to a
shared folder.

Whenever an image is updated in Command Centre, the respective image
is exported to a shared folder, overwriting the previously stored image.
Multiple images for a single Cardholder can be exported.

You need to create a shared folder to hold all your images to be replicated.

A Accessibility: The shared folder must be accessible from the
computer running the Gallagher Entra ID Sync Service and the Windows
account running the Gallagher Entra ID Sync Service.

To add an Image Mapping to a Cardholder Filter, perform the following

Mapping procedure:
Step | Action Description
1 Click Image Click 'Image Mappings' to display the Image Mappings.
Mappings (%) Image Mappings (0)
CC PDF Image Type Base Image Path Image Path Augmentation
+

2 Click + Click the =+ button.
An empty Image Mapping is created.

3 CC PDF From the drop-down list, select the Image type Personal Data
Field (PDF) that contains Cardholders' images.

4 Image Type From the drop-down list, select the file format of the images
that are to be replicated to Entra ID.

5 Base Image Path Enter the fully qualified path of the high-level shared folder that
will contain all of your images. This folder may contain sub-
folders.

Continued on next page
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6 Image Path
Augmentation

From the drop-down list, select the appropriate option.

Different options will append different things to the Base Image
Path as described in the table below.

For the examples:
e Base Image Path
e CCPDF
e Image Type

e Cardholder's Unique ID value

C:\Images
Photo

= JPG

1111

Option

Behaviour

UniqueldIsFileName

The Cardholder's Unique ID is the file
name.

Example:
C:\Images\1111.jpg

PdfNamelsSubdir-
UniqueldIsFileName

The selected 'CC PDF' is the sub-folder,
the Cardholder's Unique ID is the file
name.

Example:
C:\Images\Photo\1111.jpg

UniqueldlsSubdir-
PdfNamelsFileName

The user's Unique ID is the sub-folder,
the selected 'CC PDF' is the file name.

Example:
C:\Images\1111\Photo.jpg

PdfNamePlusUnique-
IdIsFileName

The selected 'CC PDF' plus the
Cardholder's Unique ID is the file
name.

Example:
C:\Images\Photo1111.jpg

UniqueldPlusPdf-
NamelsFileName

The Cardholder's Unique ID plus the
selected 'CC PDF' is the file name.

Example:
C:\Images\1111Photo.jpg
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8.4.5 CC-to-Entra: Card Number Mappings

Card Number
Mappings

The Card Type

Which card
numbers are
replicated?

Adding a Card
Number Mapping

You can map Command Centre card number details to Entra ID attributes.
When Cardholders are replicated to Entra ID users, the selected user
attribute is populated with the Cardholder's card number details. You can
configure which details are mapped.

You map card details to Entra ID by mapping a Card Type to an Entra ID
attribute. If a Cardholder has a card that is of a mapped Card Type, the
card's details are replicated to the mapped attribute.

You can map a Card Type to a single Entra ID attribute or multiple Entra ID
attributes.

Do not map multiple Card Types to the same Entra ID attribute.

Only one card for the configured Card Type (within the Replication Group)
with the status of 'Active’ will be replicated. If no 'Active' cards are present
for the configured Card Type, the most recently modified 'Inactive' card
will be processed.

Recommendation: To ensure the correct card number is mapped,
Gallagher recommends that only one card is set to 'Active’. Alternatively,
ensure the card you want to be replicated is the last modified 'Active' card.

To add a Card Number Mapping to a Cardholder Filter, perform the
following procedure:

Step | Action Description
1 Click Card Number Click 'Card Number Mappings' to display the Card Number
Mappings Mappings.
@ Card Number Mappings (0
CC Card Type Entra Attribute Format When no card of this type in CC
+
2 Click + Click the =+ button.

An empty Card Number Mapping is created.

3 CC Card Type

From the drop-down list, select a Command Centre Card Type.

Each card of this type will have its card number mapped to the
selected Entra ID attribute ('Entra ID Attribute').

4 Entra ID Attribute From the drop-down list, select the Entra ID attribute you wish

to map card numbers to.

Continued on next page
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5 Format From the drop-down list, select the format in which you want
Card Type information to be written to the Entra ID attribute.

6 When no card of From the drop-down list, select the behaviour for when an
this type in CC Entra ID user has some value in their 'Entra ID Attribute', but
does not have a card of the mapped type in Command Centre.

¢ 'Remove from Entra ID' will remove the value from
the user's attribute (to match their Command Centre
Cardholder).

e 'Leavein Entra ID' will leave the value as it is.
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8.4.6  CC-to-Entra: Card CSN Mappings

Card CSN You can map Command Centre cards' Card Serial Numbers (CSNs) to

Mappings Entra ID attributes. When Cardholders are mapped to Entra ID users, the
selected user attribute is populated with the Cardholder's CSN. You can
configure the format the CSN is mapped in.

The Card Type You map card CSNs to Entra ID by mapping a Card Type to an Entra ID
attribute. If a Cardholder has a card that is of a mapped Card Type, the
card's CSN is replicated to the mapped attribute.

You can map a Card Type to a single Entra ID attribute or multiple Entra ID
attributes.

Do not map multiple Card Types to the same Entra ID attribute.

Which CSNs are The following rules define which CSNs are replicated:

replicated?

e Assigning a card to a Cardholder in Command Centre doesn't mean the

CSN is assigned. The CSN is assigned once the card has been encoded.

e Only one card for the configured Card Type (within the Replication
Group) with the status of 'Active' will be replicated. If no 'Active' cards
are present for the configured Card Type, the most recently modified
'Inactive’ card will be processed.

Recommendation: To ensure the correct CSN is mapped, Gallagher
recommends that only one card is set to 'Active'. Alternatively, ensure
the card you want to be replicated is the last modified 'Active' card.

Adding a Card CSN  To add a Card CSN Mapping to a Cardholder Filter, perform the following

Mapping procedure:
Step | Action Description
1 Click Card CSN Click 'Card CSN Mappings' to display the Card CSN Mappings.
Mapplngs @ Card CSN Mappings (0}
CC Card Type Entra Attribute Format When no card of this type in CC
+
2 Click + Click the =+ button.

An empty Card CSN Mapping is created.

3 CC Card Type

From the drop-down list, select a Command Centre Card Type.

Each card of this type will have its CSN mapped to the selected
Entra ID attribute ('Entra ID Attribute').

4 Entra ID Attribute

From the drop-down list, select the Entra ID attribute you wish
to map CSNs to.

Continued on next page
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5 Format From the drop-down list, select the format in which you want
card CSNs to be written to the Entra ID attribute.

6 When no card of From the drop-down list, select the behaviour for when an
this type in CC Entra ID user has some value in their 'Entra ID Attribute', but
does not have a card of the mapped type in Command Centre.

¢ 'Remove from Entra ID' will remove the value from
the user's attribute (to match their Command Centre
Cardholder).

e 'Leavein Entra ID' will leave the value as it is.

Gallagher Command Centre Entra ID Sync Feature 2.0 | Edition 1.6 | July 2026
Copyright © Gallagher Group Limited Page 74



8.4.7 CC-to-Entra: more card mapping information

About this section

Multiple 'Active’
cards

Replicating both
card number and
CSN

'Active' card
removed from
Command Centre

This section gives additional information about how Command Centre to
Entra ID card mapping works.

Where an individual Cardholder has multiple cards that are 'Active’, the
following applies:

If a Cardholder has multiple 'Active’ cards of the same Card Type,
the most recently modified one takes priority. The latest card to be
replicated overwrites any content previously recorded in the attribute.

If two or more 'Active' cards are added to a Cardholder and saved
at the same time, the card that was assigned to the Cardholder first
(before saving) will be used in Entra ID.

If two or more Card Types are mapped to the same attribute, and two
or more 'Active’ cards are added to the same Cardholder and saved at
the same time, the last one processed by the Gallagher Entra ID Sync
Service will be updated in Entra ID.

This is because each Card Type mapping will be handled by a different
filter, so the Gallagher Entra ID Sync Service will process the changes it
comes across without regard to what has happened in other filters.

If a Cardholder has multiple cards of a particular Card Type and not all
of them have a CSN recorded, and you are replicating both the Card
Number and CSN for the same cards to Entra ID, you may end up with a
mismatched set for a user in Entra ID.

If a card is deleted in Command Centre or the status of the card changes
from 'Active' to something else, the Entra ID attribute will remain or be
removed as per the configuration of the When not in CC setting.
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Managing Replication Groups

About this section

This section describes how to manage and monitor your configured Replication
Groups in the Entra ID Sync Ul app.

9.1 General management

Replication Group

The following is an example of a configured Replication Group:

8 9 10 11,
Entra-to-CC Replication Group 1 . Enabled 1 T rl:l * i
Status 2 RUNNING Time Elapsed 7 00:03:03
4 Cardholder Additions 62
Entra ID Graph 3 @ Entra ID Credentia Entra ID Credential 6 trirz D Cradentia Cardholder Deauthorisations 0
Cardholder Deletions 0
CC Credential 5 Entra ID Sync Service Operator Cardhelder Updates 0
show Filters ) B g +
(%) My Entra-to-CC Cardnelder Filter Do w

Part-function

The following part-function table explains the purpose of each element:

No. | Part Function

1 @cica Enable/disable the Replication Group.
This toggle allows you to stop and start replication for an individual
Replication Group.

2 Status Displays the Replication Group's current status.

3 Entra ID Graph Displays the Entra ID Graph.

4 & Displays whether the adjacent Entra ID credential (tenant) is connected
or not. @ = connected, @ = disconnected.

5 CC Credential Displays the Command Centre Credential this Replication Group is
using.

6 Entra ID Credential Displays the Entra ID Credential (tenant) used for replication.

7 Time Elapsed Displays the time that has passed since replication last started.

Continued on next page
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No. | Part Function

8 Y Set Display Filter.

Allows you to filter the displayed filters and mappings by an Entra ID
attribute, Entra ID group, or Command Centre Access Group.

9 B Copy Replication Group.

Click to create a duplicate of this Replication Group.
10 o Edit Replication Group.

Click to open the settings for this Replication Group.
11 B Delete Replication Group.

Click to delete this Replication Group.

9.2 Entra-to-CC statistics

Replication Group  The following is an example of a running Entra-to-CC Replication Group:

Entra-to-CC Replication Group 1 . Enabled Y rD * i
Status RUNNING Time Elapsed 00:03:03
Cardholder Additions 1 62
Entra ID Graph B Entra ID Credentia Entra ID Credential Entra ID Credential Cardholder Deauthorisations 2 0
Cardholder Deletions 3 o]
CC Credential Entra ID Sync Service Operator Cardholder Updates 4 0
Show Filters . 'r__ﬂ +
() My Entra-to-CC Cardholder Filter oo w
Part-function The following part-function table explains each Entra-to-CC replication statistic:
No. | Part Function
1 Cardholder Additions Displays the number of Cardholders this Replication Group has created

in Command Centre since replication last started.

2 Cardholder Deauthorisations Displays the number of Cardholders this Replication Group has
deauthorised in Command Centre since replication last started.

3 Cardholder Deletions Displays the number of Cardholders this Replication Group has deleted
from Command Centre since replication last started.

4 Cardholder Updates Displays the number of Cardholders this Replication Group has
updated in Command Centre since replication last started.

Delay in If the Entra ID tenant contains a large number of users, it may take several

Cardholder minutes before changes start being made during a full sync (first sync) or resync.

changes Entra ID Sync fetches all user details before beginning making Cardholder
changes.
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9.3 CC-to-Entra statistics

Replication Group

The following is an example of a running CC-to-Entra Replication Group:

Status

Show Filters

CC-to-Entra Replication Group 1

RUNNING

CC Credential Entra ID Sync Servic

LR

(%) My CC-to-Entra Cardholder Filter

Entra ID Graph @ Entra ID Credent

@t

YDO%n
Time Elapsed 00:01:26

Cardholder Image Changes 1 0
Entra ID Credential Entra ID Credentia Card Number Updates 2 0
Card Number Removes 3 0
ator Card CSN Updates 4 0
Card CSN Removes 5 0

+

- |

Part-function

The following part-function table explains each CC-to-Entra replication statistic:

No. | Part Function
1 Cardholder Image Changes Displays the number of Cardholder images this Replication Group has
exported from Command Centre since replication last started.
2 Card Number Updates Displays the number of user Card Number values this Replication
Group has updated in Entra ID since replication last started.
3 Card Number Removes Displays the number of user Card Number values this Replication
Group has removed from Entra ID since replication last started.
4 Card CSN Updates Displays the number of user CSN values this Replication Group has
updated in Entra ID since replication last started.
5 Card CSN Removes Displays the number of user CSN values this Replication Group has
removed from Entra ID since replication last started.
Delay in user If the Entra ID tenant contains a large number of users, it may take several
changes minutes before changes start being made during a full sync (first sync) or resync.

Entra ID Sync fetches all user details before beginning making user changes.
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10 Uninstallation

To uninstall the 'Entra ID Sync' feature, perform the following procedure:

Step

Action

Description

1

Stop the service

In the Windows Services application, stop the 'Gallagher Entra ID Sync
Service'.

Backup Command
Centre

Perform a backup of your Command Centre system.

Stop Command
Centre and services

Exit Command Centre and stop the Command Centre Services.

Remove this
feature

Using the Windows Programs and Features utility, remove the program
'Gallagher Entra ID Sync' from the Entra ID Sync machine.

Restart Command
Centre services

Restart the Command Centre Services.

Gallagher Command Centre Entra ID Sync Feature 2.0 | Edition 1.6 | July 2026
Copyright © Gallagher Group Limited

Page 79




11 Upgrading

About this section  To upgrade the 'Entra ID Sync' feature and optionally Command Centre from an
earlier version to Entra ID Sync v2.0.1, perform each of the following procedures.

11.1 Preserving your configuration

Where to perform Perform this section on the Entra ID Sync machine(s).

this section You need to save the configuration used by each Entra ID Sync Ul app (if
you are running more than one).
Procedure To back up your Entra ID Sync configuration, perform the following
procedure:
Step | Action Description
1 Export In each Entra ID Sync Ul app, click the ~ ExporiConfig  button.
configuration
2 Save configuration In the Save As window, navigate to where you would like the
to disk configuration to be saved and click Save.
Passwords: The file doesn't save the passwords used by the
Credentials.
3 Pause replication In the Entra ID Sync Ul app, click the I button.
Changes while stopped: Changes made in Entra ID while the
replication service is not running will be made when the service
is restarted.
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11.2 Uninstalling the Entra ID Sync Service

Where to perform Perform this section on the Entra ID Sync machine(s).

this section
Procedure To uninstall the old Entra ID Sync service, perform the following procedure:
Step | Action Description
1 Stop the service Launch the Windows Services application and stop the
'Gallagher Entra ID Sync Service'.
4 Uninstall Using the Windows Programs and Features utility, remove
the program 'Gallagher Entra ID Sync' from the Entra ID Sync
machine.

11.3 Upgrading Command Centre Server

About this section  If you would like to upgrade Command Centre as part of the upgrade
process, do so now before installing the new version of Entra ID Sync. If
you are not upgrading Command Centre, skip this section.

Where to perform  Perform this section on the Command Centre Server.

this section
Procedure To upgrade Command Centre to vEL9.40 or later release, perform the
following procedure:
Step | Action Description
1 Backup Perform a backup of your Command Centre system.
2 Stop Command Exit Command Centre and stop the Command Centre Services.

Centre and services

Centre and services

4 Upgrade Command | Upgrade Command Centre to vEL9.40.1359 (or later Command
Centre Centre release).
Refer to the document "3E0068 Release Note Command Centre
VEL9.40 (Upgrade Procedures).pdf" located on the Command
Centre installation media, for further detail.
5 Restart Command Restart the Command Centre Services and Command Centre.
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11.4 Installing the new version of Entra ID Sync

Where to perform  Perform this section on the machine where Entra ID Sync was installed.

this section If you wish to install the new version on a different machine, you must
import your backed-up configuration and re-configure credentials after
installing it.

This machine will run the Entra ID Sync Service and the Entra ID Sync Ul

app.
Procedure To install Entra ID Sync v2.0.1, perform the following procedure:
Step | Action Description
1 Ensure services are | Ensure the Command Centre Services are running on the
running Command Centre Server.
2 Run the installation | Unzip the customisation folder you have been provided and run
file the installation file Gallagher.Security.EntralDSync.2.0.x.msi
The 'Welcome' screen of the Gallagher Entra ID Sync Setup
installation wizard displays.
3 Next Click Next.
The 'Destination Folder' screen of the installation wizard
displays.
4 Install folder Set the installation folder, or leave it as default.
5 Next Click Next.
The 'Service account' screen of the installation wizard displays.

Continued on next page
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6 Service account Select either Default service account or Custom service

account.
Option Description
Default service | The Gallagher Entra ID Sync Service will run
account as the NETWORK SERVICE account.
Custom service | The Gallagher Entra ID Sync Service will run
account as the account specified.

The account must have Read permission for
the following folder:

C:\Program Files (x86)\Gallagher\Entra ID
Sync\Entra ID Sync Service

The account must have Write permission for
the folder: C:\ProgramData\Gallagher

Enter the account's credentials:

1. Inthe Username field, enter a Windows
username. Format is:

domain\user OR user@domain

2. Inthe Password field, enter the User's

password.
7 Next Click Next.
The feature installs.
8 Finish Once the feature has been installed, click Finish.
9 Start the service Launch the Windows Services application and start the

'Gallagher Entra ID Sync Service'.

Note: This service has a delayed startup after a system reboot.
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11.5 Restoring your configuration

About this section  You only need to perform this procedure if:

e you are upgrading from Entra ID Sync v1.0 to Entra ID Sync v2.0, or

e the service account you selected in section 11.4 "Installing the new
version of Entra ID Sync" was different to the service account previously
running the Entra ID Sync Service, or

e you installed the new Entra ID Sync version on a different machine.

Procedure To restore your configuration, perform the following procedure:

Step | Action Description

1 Windows logon Ensure you are logged on as a Windows user who is a local
machine administrator.

2 Launch the Entra ID | The Entra ID Sync Ul app can be launched by searching for it in

Sync Ul app the Start menu.

3 Import Click the  ImportConfis  button.

configuration
A file selector window opens.

4 Select your config Navigate to and select your configuration file that you saved in

file section 11.1 "Preserving your configuration".

5 Update Credentials | You need to re-enter the details of your Credentials. Click the
'Credentials' tab and open the settings of each Credential. Enter
the missing details.

Note: The Authorising Operator Group Credential has
significantly changed in Entra ID Sync v2.0.
For information about the Authorising Operator Group
Credential, see section 5.1 "Entra ID admin center
configuration" and section 5.3 "Entra ID Sync machine
configuration".
For more information about your other Credentials, see section
7 "Credential configuration".
7 Create Command If you are not going to use the 'Authorising Operator Group'
Centre Credential Credential for replication, create a Command Centre Credential.
8 Apply Command On the Replication Group tabs, edit each Replication Group to
Centre Credential use the appropriate Command Centre Credential. After setting
the 'CC Credential Name', click 'Next'.

9 Check other Check the rest of each Replication Group's configuration too.

Replication Group If you change anything, click the button to update your
Configuration configuration. Otherwise, click 'Cancel'.

Continued on next page
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10 Check Cardholder
Filters

Expand each Replication Group's Cardholder Filters and check
the filters and mappings are correct.

& userPrincipalName: When upgrading to Entra ID Sync v2.0,
for all Replication Groups, if the 'Field Mappings' contain a
mapping for the 'userPrincipalName' Entra Attribute, change it
to map to 'oidcuserid".

UlspIgyINaITe - STUILNGE

userPrincipalName - oidcuserid -

U S I p| - meetbmiead -

'oidcuserid' is an operator's Entra ID 'User ID' field in Command
Centre (from vEL9.40), which is used for Entra ID Single Sign-on
for logging into Command Centre. For more information about

Command Centre's Entra ID Single Sign-on feature, refer to the

"Entra ID Single Sign-on" chapter in the Gallagher Configuration
Client Help.

11 Enable Replication

Toggle on the @ :xs Option to enable each Replication Group.

Groups
12 Upload Click the ®& button to upload your finalised configuration to the
configuration Entra ID Sync Service.
After a few seconds, each Replication Group's 'Status' should
display as 'RUNNING'.
Issues If there are any errors in your Replication Group or Credential

configuration, these appear in the Replication Errors.
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12

Considerations

Renaming
Command Centre
items

Archived log files
being deleted

URL changed and
bookmark not
discarded

Multiple users
running the Entra
ID Sync Ul app

Entra ID Sync
processes all users

Entra ID Sync
fetches all users
before making
changes

Command Centre items (e.g. Divisions) are specified by name when configuring
the Entra ID Sync Ul app. If one of these items is ever renamed in Command
Centre, the Entra ID Sync Ul app will not automatically update with the new
name; you must re-enter the new name in the app.

Entra ID Sync log files are stored in the folder: C: \ProgramData\
Gallagher\EntraSync. Log files in this folder over 65MB are archived.

On the Command Centre Server, there is a limit on the number of archived log
files that are retained. Otherwise, there is no limit.

You can increase the allowed number of Entra ID Sync log files by modifying the
registry value 'LogFileCount' from 1 to 20. The approximate disk space required
will be 1300 MB. Restart the Command Centre Services for the change to take
effect. The registry value is located under Computer\HKEY_LOCAL_MACHINE\
SOFTWARE\Wow6432Node\Gallagher\Command Centre

If the URL of a REST API Credential is changed to a new Command Centre server
while the 'Discard old bookmarks on URL changes' check box is mistakenly left
unchecked, you are likely to experience issues (due to Entra ID Sync using the old
server's bookmark). To fix this, perform a resync.

An Entra ID Sync machine should not be signed in to by more than one person
(Windows user) at a time. Never allow more than one person to be running the
same Entra ID Sync Ul app at any time.

During regular sync, Entra ID Sync receives changes made to all users in your
Entra ID tenant, not just the ones in your Replication Groups' Valid Groups. It only
receives changes made to attributes that are mapped in your Cardholder Filters.

The service then filters out and ignores any details of the users who are not in
your Valid Groups. This aligns with Microsoft's recommended integration pattern.

The ignored users' personally identifiable information is only recorded in your
Entra ID Sync log file if your logging level is set to "Debug" or "Trace", or if test.
mode is enabled. They are not recorded or exposed anywhere else. Refer to
Appendix B "Entra ID Sync's use of personally identifiable information" for more
information.

The more users an Entra ID tenant has, the longer Entra ID Sync will take to fetch
all the user details from Entra ID. During a full sync (first sync) or full resync, Entra
ID Sync does not start making changes to Cardholders (Entra-to-CC) or users (CC-
to-Entra) until all Entra ID user details are fetched.

For example, a user set of more than 100,000 may take more than 5 minutes from
sync being started for Cardholder or user changes to begin being made.
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Appendix A: Frequently asked questions

About this section  This section contains answers to some questions you may have about the

Gallagher Entra ID Sync feature.

Technical Below are technical questions about the function of Entra ID Sync.
questions
Question Answer

What mechanism is used to
replicate changes from Entra ID
to Command Centre?

Changes are pulled from Entra ID using Entra ID's delta requests.
The final response for each delta request includes a URL to
retrieve additional changes from this point, functioning as an
update bookmark. The request itself contains the list of properties
needed depending on the Entra ID Sync configuration, and the
delta changesets only include changes to those properties. This
keeps data transferred to a minimum.

Upon start-up of the Gallagher Entra ID Sync Service, there is no
querying and/or comparison of the two systems; changes will only
occur in Command Centre as a result of changes in Entra ID.

Replication Below are questions about how you can configure replication.
configuration
Question Answer

Is configuration simple or
complex?

Configuration can be either simple or complex depending on your
Entra ID tenant and replication requirements. The 'Entra ID Sync'
feature will work with any Entra ID structure.

Can | restrict the replicated
users to a subset of Entra ID?

Yes. The Gallagher Entra ID Sync Service supports multiple
Cardholder/user filters that can target Entra ID users from specific
Entra ID group memberships.

Do the Entra ID filters take into
account the hierarchy of Entra
ID groups?

Yes. The Gallagher Entra ID Sync Service will also filter (by default)
any member groups of the specified filters. This behaviour may
also be overridden.

What attributes can | replicate
from Entra ID?

Any non-binary-blob attribute directly on the user object. For a
full list, refer to the "Properties" section here:
https://learn.microsoft.com/en-us/graph/api/resources/
user?view=graph-rest-1.0#properties

Can the Gallagher Entra ID Sync
Service replicate custom Entra
ID attributes?

Yes. Attributes are referenced by name.

Continued on next page
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Command Centre has a
relationship between PDFs
and Access Groups with some
PDFs being mandatory when
assigning an Access Group. Is
this considered?

Yes. PDFs can be "bound" to an Access Group in the configuration
to ensure that they are assigned only when the associated Access
Group is assigned.

Can | issue cards to Command
Centre Cardholders through
Entra ID?

Yes. Entra ID group memberships can be mapped to Command
Centre card types for issuing new cards. Pre-existing card numbers
are not supported.

Can | assign Operator Groups to
Command Centre Cardholders
through Entra ID?

Yes. Entra ID group memberships can be mapped to Command
Centre Operator Groups. This can be combined with Command
Centre's single sign-on functionality by also mapping the domain
logons.

Can | map things differently for
different sets of Entra ID users?

Yes. Different Cardholder Filters can be used to define different
mappings within the same tenant.

If an Entra ID user does not pass
a Cardholder Filter but then
passes a subsequent filter, what
will happen to the Cardholder
in Command Centre?

If the filters are configured to remove Cardholders, then the
Cardholder will be removed then recreated in Command Centre.
If the filters are configured to deauthorise Cardholders then the
Cardholder will be deauthorised then re-authorised in Command
Centre.

Is it possible to have
overlapping filter conditions
between multiple filters?

Yes. This is permitted. Filters do not need to be mutually exclusive.
You may even elect to have a trailing catch-all filter that is
configured to remove Cardholders in Command Centre while all
other filters are configured to leave Cardholders alone.

When an Entra ID user is
disabled or deleted in Entra ID,
what will happen in Command
Centre?

Configuration options allow you to choose whether a deletion in
Entra ID will deauthorise, delete, or do nothing to the Cardholder
in Command Centre. The default 'Field Mappings' will have a
Cardholder deauthorised when their Entra ID user is disabled,
since 'accountEnabled' is mapped to 'authorised' by default.

Note: A deauthorised Cardholder can still log on to Command
Centre as an operator if they are configured as such.

Replication
functionality

Below are questions about how replication works.

Question

Answer

Can individual Replication
Groups be started or stopped
while others are left running?

Yes. This is supported by enabling or disabling a Replication Group
through the Entra ID Sync Ul app.

Will changes be lost if the
replication is stopped?

No. After restarting replication, all intervening Entra ID changes
will be processed.

What privileges are required
for the Entra ID app registration
used for replication?

Refer to section 5.1.2 "User replication app registration” for
details about the permissions required for the app registration.

Continued on next page
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What Operator Privileges are
required for the Command
Centre operator used for
replication?

The Command Centre operator assigned to the provided REST
Client is recommended to have these privileges: Add Cardholder
Notes, Create and Edit Cardholders, Delete Cardholders, Modify
Access Control, Modify Operator Membership, View Operators,
View Personal Data Definitions, and View Site.

What if | have multiple Entra
ID users already in Command
Centre as Cardholders?

You have several options in this scenario:

e If all existing Cardholders already have a unique PDF value
assigned to them (e.g. a unique email address), and all Entra ID
users also have this attribute, map the Entra ID attribute to the
Command Centre PDF so all Entra ID users with that attribute
are mapped to the Cardholder with the matching PDF value.

e If existing Cardholders do not have a unique PDF value, map
a unique Entra ID attribute (e.g. email) to a new unique PDF,
and then manually assign all Cardholders the PDF value that
matches their Entra ID user's attribute, so they are mapped.

e Delete the existing Cardholders (who have an Entra ID user)
from Command Centre and allow Entra ID Sync to create
them again during the first full synchronisation. The new
Cardholders will all be mapped to an Entra ID user.

What if | map an Entra ID user
to an existing Cardholder by
setting their unique PDF, but
then realise | assigned it to the
wrong Cardholder?

When you set an existing Cardholder's unique PDF value to the
unique ID of an Entra ID user, the Entra ID Sync service maps the
Entra ID user to the Cardholder, so all mapped properties of the
Entra ID user will be synced to the Cardholder. If you assigned
the unique ID to the PDF of the wrong Cardholder, simply remove
it and assign it to the PDF of the correct Cardholder. Entra ID
Sync will detect this and re-map the Entra ID user to the new
Cardholder.

Are multi-value attributes
handled?

Yes. These are combined into a comma-separated single value.

What happens when an Entra
ID user does not pass a filter
condition?

They will be treated as not present in Entra ID and removed,
deauthorised or left alone in Command Centre as per your
configuration.

In what order are filters
processed?

In the order they appear in the configuration.
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Cache files Below are questions about cache files.

Question

Answer

Does the Entra ID Sync
customisation cache any
information?

Yes. The customisation caches synchronization cookies as well as
Entra ID object identifiers (ObjectGUID, DistinguishedName, third
party ID attribute) and relationships (group membership).

These files are stored as encrypted using DPAPI. Only the user
running the Gallagher Entra ID Sync Service is permitted to

access each cache file. If the user running the Gallagher Entra ID
Sync Service is ever changed, give the new user Read and Write
permissions for all existing cache files. Gallagher recommends
changing the service account by running the Entra ID Sync installer
again, as this will set all file and folder permissions automatically.

The Gallagher Entra ID Sync Service cache files are located here:
C:\ProgrambData\Gallagher\EntraSync\
HybridCache

What happens if the Gallagher
Entra ID Sync Service cache
files are missing or cannot be
accessed by the service?

The cache files store:

e arecord of all Entra ID changes the Gallagher Entra ID Sync
Service has seen and processed, and

e anote of where the Gallagher Entra ID Sync Service is up to so
that it can restart from that point if necessary.

If the cache files are unavailable to the account running the Entra
ID Sync Service, the Gallagher Entra ID Sync Service has to start
again from scratch, both because it doesn't know any better and it
needs to build up its picture of all the users and groups again.
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Security questions

Below are questions about the security of Entra ID Sync.

Question

Answer

Does the Entra ID Sync feature
expose any credentials or
secrets?

No. The Gallagher Entra ID Sync Service does require knowledge
of various credentials but these are stored in encrypted form and
are not discoverable. Client Secrets may be set but not retrieved.

Who can launch the Entra ID
Sync Ul app and configure its
authentication?

Local administrators on the computer hosting the Entra ID Sync
Ul app can launch it and set the Command Centre Operator
Group whose operators are granted full access using their Entra
ID logons. An administrator is not granted full access unless their
Entra ID account is also assigned to an operator in this Operator
Group.

Who can change the
configuration or credentials
of the Gallagher Entra ID Sync
Service?

Any Entra ID user whose User Principal Name is assigned to a
Command Centre operator in the nominated Operator Group.

How can | easily prevent anyone
managing Entra ID from giving
themselves the right to enter all
our secure areas?

Gallagher suggests you look into Microsoft's feature, which is
currently in preview, 'restricted management administrative
units'. It is described as: "Restricted management administrative
units allow you to protect specific objects in your tenant from
modification by anyone other than a specific set of administrators
that you designate":

https://learn.microsoft.com/en-us/entra/identity/role-based-
access-control/admin-units-restricted-management

Alternatively, when configuring Entra ID Sync, if there are
Command Centre permissions you never want Entra ID Sync to
grant, such as membership in a highly restricted Access Group,
do not give the REST Client operator (e.g. 'Gallagher Entra ID Sync
Service Operator') the privilege to view this Access Group. If Entra
ID Sync cannot see it, Entra ID Sync cannot touch it.
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Appendix B: Entra ID Sync's use of personally identifiable information

Unique ID storage

Entra ID group and
member detail
storage

Entra ID user detail
storage

Pll storage

During a full sync (first sync) or resync, Entra ID Sync writes the primary and
secondary (if configured) unique IDs of all the users it encounters into files on the
disk, so it doesn't have to restart after an interruption. The primary unique ID is
each user's Object ID (a meaningless string).

If a secondary unique ID has been nominated (the 'Entra Unigue Lookup Field')
in the configuration (to be mapped to the 'CC Unique Lookup PDF'), this is also
written to disk during a full sync or resync. The secondary unique ID ('Entra
Unique Lookup Field') can be set to any field, so may be personally identifiable
information such as an email address.

The contents of this file are wiped when the sync finishes, and the file is stored as
encrypted using DPAPI.

During normal operation, Entra ID Sync stores the names of Entra ID groups, and
the names of their member users, in a file on the disk.

This file is stored as encrypted using DPAPI.

During normal operation, Entra ID Sync stores the Object IDs, secondary unique
IDs (if configured), and all other received user data of every user in its groups
of interest (Valid Groups). This will most likely contain personally identifiable
information.

This file is stored as encrypted using DPAPI.

Only if the logging level (minlevel) is set to "Debug" or "Trace", personally
identifiable information (e.g. names) of all Entra ID users can be logged. If either
of these logging levels are used, you should restrict access to the log files. You
should set a lower logging level once you are done capturing logs for Technical
Support or diagnostics reasons.

Personally identifiable information is also logged when test mode is enabled,
regardless of the logging level, for diagnostics purposes. You should delete or
secure the log files after disabling test mode mode.

The log files are not encrypted.
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Appendix C: Entra-to-CC replication functionality

About this section  This section gives extra information about how the Gallagher Entra ID Sync
Service behaves when a user is deleted, modified, or moved in Entra ID.

When a user is The following flowchart shows how Entra ID Sync processes a user deletion:

deleted in Entra ID

( user deleted )

A4

check the deleted user
against Command Centre

was the user mapped

to a Command Centre no

Cardholder?

yes

J

process the user's corresponding
Cardholder as per the applicable

do nothing

Replication Group's 'When
Cardholder not in Entra' setting

N
)‘\ finish }
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When a user is The following flowchart shows how Entra ID Sync processes a user being modified
modified in Entra (i.e. changing an attribute or group membership):

ID

get the next Cardholder

Filter ’I‘

has every
Cardholder Filter been
checked?

process the corresponding Cardholder
for this user in Command Centre, as N
per the Cardholder Filter's '"When >
Cardholder not in Valid Groups' setting
N
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W y N
is the user's group does the user have a
a Valid Group of this no corresponding Cardholder in no —>
Cardholder Filter? Command Centre?
yes N
does the user have 3 Coranolderfor s use
corresponding Cardholder in no —i
Command Centre, as per the
Command Centre? e .
Cardholder Filter's mappings
yes N
update the corresponding
Cardholder for this user

N2

in Command Centre, as
per the Cardholder Filter's
mappings
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A full
synchronisation
(part 1)

Start full

synchronisation

A4

The following flowchart shows the first stage of how Entra ID Sync processes
users and Cardholders during a full sync (first sync) or full resync. Also see A full
synchronisation part 2.

begin full sync part 2

™

yes

has
every user

get the next user |(

A4

get the next Cardholder

no
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yes

has every
Cardholder Filter been

Filter
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a Valid Group of this
Cardholder Filter?

yes

does the user have a
corresponding Cardholder in
Command Centre?

yes

update the corresponding
Cardholder for this user

no

checked?

AN
. N
process the corresponding Cardholder
for this user in Command Centre, as N
per the Cardholder Filter's '"When 4
Cardholder not in Valid Groups' setting
N
yes A
does the user have a
no ) corresponding Cardholder in no %
Command Centre?
N

is the

Cardholder Filter
using 'Update Only
Sync Mode?

Cardholder

no

create a corresponding

no % in Command Centre, %
as per the Cardholder
Filter's mappings

for this user

yes

in Command Centre, as
per the Cardholder Filter's
mappings
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A full
synchronisation
(part 2)

The following flowchart shows t

synchronisation (part 1).

perform full sync part 1

i}

check the next Cardholder

he second stage of how Entra ID Sync processes

users and Cardholders during a full sync (first sync) or full resync. Also see A full

against Entra ID

does the
Cardholder have a

no

has every

corresponding user that passes an ves

Cardholder Filters?

no

N4

check the Cardholder against the
next Replication Group

are they in any of its
Cardholder Filters' Default
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no

yes

N2

ye

A

process the Cardholder as per
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S
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Appendix D: Creating the Client Certificate

About this section

This feature requires you to have a REST Client item configured in Gallagher

Configuration Client. When creating a REST Client item, you can assign a Client
Certificate Thumbprint so incoming connections are limited to Entra ID Sync
machines with a matching Client Certificate.

To do this, you must first create the Client Certificate on the Entra ID Sync

machine.

Using a Client Certificate to authenticate the Entra ID Sync machine's connection
to the Command Centre Server increases security.

To create a Client Certificate and assign the Certificate Thumbprint where

required, perform the following procedure:

Procedure
Step | Action
1 Open PowerShell

2

3

Enter command

Copy the
thumbprint

Description

On the machine hosting Gallagher Entra ID Sync, search for
'PowerShell' in the Start menu, then right-click on 'Windows
PowerShell' and select 'Run as administrator’.

Enter the following command:

New-SelfSignedCertificate -certstorelocation
cert:\localmachine\my -dnsname [Certificate-Name]

For example:

New-SelfSignedCertificate -certstorelocation
cert:\localmachine\my -dnsname
GallagherRESTClientCert

Note: Gallagher recommends including "Entra" somewhere in the
certificate name, so it can be identified.

This command creates the Client Certificate in the Local Machine >
Personal > Certificates store.

Select the 'Thumbprint' that is generated and copy it.

indows PowerShell - a X

rights reserved.

almachine\my GallagherRestclientCert

< B

Continued on next page
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4 Paste into the REST
Client item

In Gallagher Configuration Client, paste the thumbprint into the 'Client
Certificate Thumbprint' field on the 'API Key' tab of your REST Client

item.

General

Event Response
Alarm Instructions
API Key

IP Filtering

Icons

MNotes

REST Client 1 - Properties *

API Key:

DES [l . D i D sl

REST Client Operator:

Name
£] AD Sync Service Operator

Client Certificate Thumbprint:

6650ADFEB5CBAATF3F400AFA473E84B9DCFE2"

REST privileges are cached and will not
automatically update when an operator's
privileges change. Be aware that refreshing
operator privileges will interrupt any calls that
are in progress,

Refresh Operator privileges

Cancel

5 Paste into the
Command Centre
Credentials

In the Entra ID Sync Ul app, open each Command Centre REST API
Credential and paste the thumbprint into the 'Thumbprint' field.

MName

Type
URL

APl Key
Thumbprint

Use Proxy

Entra ID Sync Service Cperator
O Entra Credential @® CC Credential
https://10.60.135.30:8004/

|dﬁ&ﬂcEcQ&a??c‘lQBQaSbfc‘l5845c[lde3f7b58?ad s

Validate Server Certificate D
Discard bookmarks on URL changes (|

Server

Username

Password

Use Default Credentials

6 Grant the service
account access to
the certificate

You must grant the Windows account running the Entra ID Sync Service
access to the certificate.

In the Windows Local Computer Certificate certificate store, locate the
certificate under Personal > Certificates.

Right-click it and select All Tasks > Manage Private Keys...

Add the Entra ID Sync service account, with 'Full control'.
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Appendix E: Migrating from Active Directory Sync to Entra ID Sync

About this section

Gallagher Active Directory Sync is a separate feature, similar to Entra ID Sync,

for syncing on-premise Active Directory records to Command Centre. If you
previously used Active Directory to store personal information and organisational
data and are now using Entra ID instead, you will want to stop using Gallagher
Active Directory Sync and start using Gallagher Entra ID Sync. This section
describes the process for doing this.

You should not use Active Directory Sync and Entra ID Sync for a Command Centre
server at the same time.

Procedure To migrate from Gallagher Active Directory Sync to Gallagher Entra ID Sync,
perform the following procedure:
Step | Action Description
1 Backup Perform a backup of your Command Centre system.
2 Install Entra ID Sync | Install Entra ID Sync. You may install it on the same machine hosting

Active Directory Sync, or a new one.

Refer to section 3 "The Gallagher Entra ID Sync Service" for details.

Open Active
Directory Sync Ul

app

On the machine hosting Gallagher Active Directory Sync, open the
'Active Directory Sync Ul' app.

Backup your Active
Directory Sync
configuration

In the Active Directory Sync Ul app, click the 'Export Config' button to
save your configuration to an XML file. Store this file securely as a back
up in case you need to revert to Active Directory Sync.

Disable Active
Directory Sync
Replication Groups

In the Active Directory Sync Ul app, disable all Replication Groups, then
save & your configuration.

This will prevent Active Directory Sync making further changes while
you are configuring Entra ID Sync.

Enable Entra ID
Sync test mode

In the Entra ID Sync Ul app, click the button to enable test mode.

When in test mode, the Entra ID Sync Service does not make any
changes to Command Centre or Entra ID. Instead, it logs the "changes"
to log files with the prefix 'TestModeSync' in the normal log file folder.

Configure Entra ID
Sync credentials

Open the Entra ID Sync Ul app. You must configure the Authorising
Operator Group credential. Refer to section 5.1.1 "Single sign-on (user
authentication) app registration” and 5.3 "Entra ID Sync machine

configuration”.

You must then configure an Entra ID App Credential, and optionally
another Command Centre REST API Credential if the Authorising
Operator Group credential does not provide sufficient privileges for
replication. Refer to section 7 "Credential configuration".

Continued on next page
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8 Configure You must manually configure the Entra ID Sync Replication Groups and
Replication Groups | their Cardholder Filters. Importing Active Directory Sync configuration
and Cardholder (XML file) is not supported.

Filters Configuration of Replication Groups for Entra ID Sync is nearly

identical to Active Directory Sync. Refer to your Active Directory Sync
configuration (i.e. in the Active Directory Sync Ul app) and manually
replicate this configuration in the Entra ID Sync Ul app. For more help,
refer to section 8 "Replication Group configuration”.

Unique ID configuration: When migrating to Entra ID Sync, you

will want to retain your Cardholders who have been synchronised
from Active Directory and re-map them to Entra ID users, assuming
the users in Entra ID represent the same people that are in Active
Directory. As long as Cardholders have one unique PDF value that
matches a unique Entra ID attribute (e.g. email), you can set the 'CC
Unique Lookup PDF' to this PDF and the 'Entra Unique Lookup Field'
to this attribute on the 'Unique ID Attributes' tab of the Entra ID Sync
Replication Groups. Then, when you run Entra ID Sync, it will find
the existing Cardholders and map them to the Entra users with the
matching unique ID (e.g. email). Refer to section 1.4 "Cardholder
identification" for more information. Do not yet remove the unique
PDF by which Cardholders were mapped to Active Directory users.

9 Test Entra ID Sync With test mode enabled, click the & button in the Entra ID Sync Ul

app to save your configuration and begin a test. Refer to 'Toggle test
mode' in section 6 "The Entra ID Sync Ul app”, for more information.

The Replication Groups will enter "TESTING: TEST RUN IN PROGRESS'
status. Once the Replication Groups return to 'TESTING' status, inspect
the 'TestModeSync' log files (in the log file folder) to ensure sync
updates look correct.

10 | Disabletest mode | Click the @ button to disable test mode. Entra ID Sync will begin real
replication.

Monitor the 'Replication Errors' in the Entra ID Sync Ul app for issues.

Once there are no errors, check that your Cardholders are all present
in Command Centre with the correct details.

11 Uninstall Active Once you are sure that Entra ID Sync is replicating users to Command
Directory Sync Centre correctly, you can safely uninstall Active Directory Sync.

You may remove the PDF from Cardholders by which they were
mapped to Active Directory users, but there is no harm in keeping it.
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