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Disclaimer

This document gives certain information about products and/or services provided by Gallagher Group Limited
or its related companies (referred to as "Gallagher Group").

The information is indicative only and is subject to change without notice meaning it may be out of date at any
given time. Although every commercially reasonable effort has been taken to ensure the quality and accuracy
of the information, Gallagher Group makes no representation as to its accuracy or completeness and it should
not be relied on as such. To the extent permitted by law, all express or implied, or other representations or
warranties in relation to the information are expressly excluded.

Neither Gallagher Group nor any of its directors, employees or other representatives shall be responsible
for any loss that you may incur, either directly or indirectly, arising from any use or decisions based on the
information provided.

Except where stated otherwise, the information is subject to copyright owned by Gallagher Group and you may
not sell it without permission. Gallagher Group is the owner of all trademarks reproduced in this information.
All trademarks which are not the property of Gallagher Group, are acknowledged.

Copyright © Gallagher Group Ltd 2021. All rights reserved.

Copyright Notice

The software contains proprietary information of Gallagher Group Limited; it is provided under a license
agreement containing restrictions on use and disclosure and is also protected by copyright law. Reverse
engineering of the software is prohibited.

Due to continued product development this information may change without notice. The information and
intellectual property contained herein is confidential between Gallagher Group Limited and the client and
remains the exclusive property of Gallagher Group Limited. If you find any problems in the documentation,
please report them to us in writing. Gallagher Group Limited does not warrant that this document is error-free.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by
any means, electronic, mechanical, photocopying, recording or otherwise without the prior written permission
of Gallagher Group Limited.
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1 Introduction

This release note is for the 'Nexudus Integration' feature of Gallagher Command Centre.

1.1 Purpose

The 'Nexudus Integration' feature acts as an interface to replicate Nexudus Spaces resident
details in Command Centre as Cardholder details.

This feature allows the creation, modification, and deletion of resident records in Nexudus
Spaces to be replicated in Command Centre.

This feature adds all Nexudus residents to a default Command Centre Access Group and the
Access Group whose name matches the name of their Team in Nexudus Spaces. For example,
a resident in Team 'ABC Security' will be added to the Access Group named 'ABC Security' (this
could be for accessing certain rooms depending on their Team membership).

Additionally, the Nexudus Integration feature sends Command Centre Access Granted events
(e.g. site entry and exit) to Nexudus Spaces. It registers entries and exits to and from configured
Access Zones as Check-Ins in Nexudus Spaces.

This feature does not replicate changes to Command Centre Cardholders in Nexudus Spaces.

1.2 Compatibility
This feature introduces the following Gallagher software:
o Gallagher Nexudus Integration v8.30.17
This feature supports the following Gallagher software:
. Gallagher Command Centre vEL8.30.1057 (or later Command Centre release)
Command Centre and this feature have been tested using the following:
J Command Centre Server: Windows Server 2016
J Command Centre Workstation: Windows 10

. Database: SQL Server 2017

Note: The Nexudus Integration feature is only supported on 64-bit Windows.

This Nexudus Integration PC requires .NET v4.7.2
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1.3 Acronyms

ID Identifier
PDF = Command Centre Personal Data Field

1.4 Cardholder identification

Residents are mapped to Command Centre using a unique ID

Nexudus residents are mapped to Command Centre Cardholders with a unique ID. Each
Command Centre Cardholder is assigned a Personal Data Field (PDF) value that matches the
value of their Nexudus resident ID.

Create a 'Default’' Access Group for all Cardholders

For a Cardholder to receive this unique ID PDF, the Cardholder must belong to an Access Group
with this PDF assigned. Therefore, you must have a 'Default' Access Group for all Cardholders to
belong to. Assign the unique ID PDF, a Mobile PDF, and an Email PDF to this Access Group. All
Cardholders imported by the Nexudus Sync service will be added to this group. As Cardholders
are manually added and removed from other Access Groups, ensure they always belong to the
Default Access Group.

Create a Division for Cardholders that are synchronised from Nexudus

The Nexudus Sync service only synchronises Cardholders that are in the Division selected during
configuration of this integration. Cardholders created (from Nexudus residents) by the service are
placed in this selected Division by default. Any existing Cardholders that are not in this Division
are not affected by the service. Note that the following functionality only applies to Cardholders
in this selected Division.

If Cardholders already exist in Command Centre

If a Cardholder is already present in Command Centre and doesn't have a unique ID value yet,

as long as they have a Mobile Credential, Nexudus Integration can sync the resident to the
existing Cardholders. Nexudus Integration checks the Mobile Credential (which is derived from
the Cardholder's mobile number and email address) against the Nexudus Spaces resident's email
or mobile number. If there is a match, the existing Cardholder is updated with the matching
resident's details (ID, Email, Mobile etc.)

If Cardholders exist in Command Centre but are not linked to Nexudus residents

If there is a Nexudus resident that is intended to be synchronised to an existing Cardholder,
but the Cardholder has no unique ID or Mobile Credential, Nexudus Integration has no way of
identifying the Cardholder as linked to the Nexudus resident. The service deletes the existing
Cardholder and creates a new Cardholder for that resident.

Hence, if an existing Cardholder has no Mobile Credential or unique ID, a Nexudus resident ID
must be assigned to them manually, so the Nexudus Sync service can sync their details from the
Nexudus resident with the matching ID.
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1.5 Nexudus to Command Centre functionality
Data replicated from Nexudus Spaces to Command Centre allows for the following:
o Creation of Cardholders
o Modification of existing Cardholders

o Deletion of existing Cardholders.

The following Command Centre Cardholder attributes can be modified:

Attribute Action Note

First Name Set/Update

Last Name Set/Update

Personal Data Field Set/Update Can only set/modify Text, Numeric, Address,

values Phone, Mobile, and Email PDF types.

Access Groups Assign/Unassign Modified by Nexudus Spaces Team
membership

1.6 Deployment

A recommended deployment scenario is shown below:

Note: Your Security and IT departments will probably need to work together to deploy and
configure this feature.

REST API
Command REST API Nexudus )))
-

Nexudus
Spaces

Centre server Integration PC

Gallagher Nexudus
Sync Service

Gallagher Nexudus Integration
Configuration utility

Gallagher recommends that you install the Nexudus Integration on a secured machine other
than the Command Centre server, though it can be installed on the Command Centre server if
necessary.
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2 Command Centre operator privileges

The following Command Centre operator privileges are applicable for this integration:

Privilege

is required to...

Create and Edit Cardholders

create/modify Cardholders when synchronising them from
Nexudus Spaces

Delete Cardholders

delete Cardholders that do not exist Nexudus Spaces

Modify Access Control

add/remove Cardholders to/from Access Groups and select
Access Groups in the configuration utility

View Events

send access events to Nexudus Spaces and select Event Types in
the configuration utility

View Personal Data Definitions

select Personal Data Fields in the configuration utility

View Site

select Divisions, Card Types, and Access Zones in the
configuration utility.

Assign the appropriate privileges to the appropriate operators. For instructions on how to assign
operator privileges, refer to the topic "Setting up Operator Groups" in the Gallagher Configuration Client

Online Help.

Note: You can only configure the Nexudus Integration with those Command Centre items in the
Division(s) that the REST Client Operator has access to.
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3 Installation

To install the Nexudus Integration, perform the following procedure:
Before you begin

J Perform a backup of your Command Centre system. Exit Command Centre and stop the
Command Centre Services.

o Ensure your Command Centre licence file contains the following entries:
For vEL8.30:

[Features]
RESTCardholders=1
RESTEvents=1
RESTStatus=1

For vEL8.40 (or later Command Centre release):

[Features]
NexudusIntegration=1

. Install vEL8.30.1057 (or later release) from the Command Centre installation media on the
Command Centre server and all Command Centre workstations, if not already installed.

. Restart the Command Centre Services and Command Centre.

J Ensure the Command Centre server is running. Ensure Command Centre has been configured
with a valid REST Client Operator. This operator will be used by the Nexudus Sync service
to modify Command Centre. Hence, this operator must be configured with the appropriate
privileges for the FT items being modified by the service (see section 2 "Command Centre
operator privileges").

Installing the Nexudus Integration

For increased security, Gallagher recommends that you install this integration on a secured machine
other than the Command Centre server, though it can be installed on the Command Centre server if

necessary.

1. On the machine that is to host the Nexudus Integration, unzip the customisation folder you have
been provided, and run the customisation executable Gallagher Nexudus Integration Setup 8.30.
XX.msi

The 'Welcome' screen of the Gallagher Nexudus Integration Setup installation wizard displays.

2. On the 'Installation Complete' screen of the installation wizard, ensure the Launch Gallagher
Nexudus Integration Configuration check box is selected, then click Finish.

3. Configure both the Command Centre server's and Nexudus Integration machine's Windows
Firewalls to allow traffic through the REST API port (8904 by default).
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4  Gallagher Nexudus Integration utility

The Gallagher Nexudus Integration utility enables you to manage the replication service. You can view
replication statistics, configure the service, and modify the credentials used by the service.

4.1 Using the Gallagher Nexudus Integration utility

After installing the integration, the Gallagher Nexudus Integration utility opens. Or, launch the
utility by running the Gallagher Nexudus Integration from the Start menu.

. Gallagher Nexudus Integration — *

Configure

Windows Service "FT Gallagher Nexudus Sync Service” is: Running.

HBStart

Close

o Click Configure to configure synchronisation.
o Click Start to start the Nexudus Sync service.
o Click Stop to stop the Nexudus Sync service.

o Click Restart to restart the Nexudus Sync service.
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4.2 Configuring the Gallagher Nexudus Integration Configuration utility

In the Gallagher Nexudus Integration Configuration utility, you can configure the Command
Centre and Nexudus details required for resident replication to Command Centre, and sending of
access events to Nexudus Spaces. To configure this utility, perform the following procedure:

1. Open the Gallagher Nexudus Integration utility and click Configure.
The Gallagher Nexudus Integration Configuration utility opens.

‘ Gallagher Nexudus Integration Configuration - O X
Command Centre APl |nitps:/localhost:8904/2pi/ | [-]
Nexudus AP |ttps //spaces nexudus com/api/ | D
Cardholder Division | ~ [

Default Azcess Group | B | Sync Identfier Fropery | d |
Unique PDF | v| | Resident Check fmins) B S|
Mobile Credertial | ~|  Synchronisation
Everts Check i) ; = Full Resync Start Time 02:00 =
oo Repeat Frequency (Hours) |24 &=

PDF Nexudus Property St

POF Email ai D
POF Mobile Mobile Phone

On-site Off-site

[-] [-]

Corfiguration File  |C:\Program Files 86)\Gallagher\Gallagher Nexudus Integration’\configuration json
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Command Centre details

2.

3.

Click the | .. button next to the Command Centre API field.
The Command Centre REST API Credentials window displays.

‘ Command Centre REST API Credentials *

URL |
API Key |AAAA-AAAAAAAAAAAAAMAA-AAAL-AAAA-AAAA |
Use Pinned Certificate J

Thumbprint

Validate Server Certfficate? O
Use Proxy [

Ok Cancel

Configure the Command Centre REST API Credentials as required:

Before you begin configuring this window, ensure you have:

- Enabled REST API. Refer to the topic "Web Services" in the Gallagher

Configuration Client Online Help.

- Created a REST API Client Item. Refer to the topic "Creating a REST API Client

Item" in the Gallagher Configuration Client Online Help.

IMPORTANT: The Nexudus Sync service affects (creates/deletes/modifies)
the Command Centre items that are in the Divisions that the REST Client
Operator has access to. Give the Operator's Operator Group access only to
the Division(s) that you wish the Nexudus Sync service to affect. Gallagher
recommends not giving the REST Client Operator access to Root Division.

Command Centre REST API Credentials

a. In the URL field, enter the URL address of your Command Centre server. If you
are running the service on the Command Centre server, use 'localhost'. The URL

is structured like so:

https://[Command Centre server IP address]: [Rest APl Port]/api/

Example:
https://10.60.12.10:8904/api/

b. In the API Key field, enter the API Key of your REST API Client item. This key is
generated when you create a REST Client item in Configuration Client. It can be
found under Configure > Services and Workstations > [your REST Client] > API

Key.
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c. Select the Use Pinned Certificate check box if you want connection between
Nexudus Spaces and Command Centre to require the use of your REST
API Client's Certificate Thumbprint (extra security). To create a certificate
thumbprint, refer to the topic "Creating the Client Certificate" in the Gallagher
Configuration Client Online Help.

If you use the certificate thumbprint, ensure the 'Do not require pinned client
certificates' option is deselected in the Command Centre server properties.

d. If you selected the Use Pinned Certificate check box, enter your REST API
Client's Certificate Thumbprint in the Thumbprint field.

IMPORTANT: The service account used to run the 'FT Gallagher Nexudus Sync
Service' must have access to the certificate if the certificate thumbprint is
entered in here.

e. If you want connection from Nexudus Spaces to Command Centre to require a
trusted certificate, select the Validate Server Certificate? check box. Otherwise,
a self-signed certificate can be used.

f. If you wish to use a proxy server for communications between Nexudus Spaces
and Command Centre, select the Use Proxy check box. Enter the Server
address, Port number, and optionally a Username and Password.

g. Click OK to close this window and save your changes.

4. From the Cardholder Division drop-down list, select the Division that all new Cardholders
will be placed in when replicated from Nexudus Spaces.

IMPORTANT: Do not use Root Division. If there are Cardholders in the selected
Command Centre Division that are not in Nexudus Spaces, the service deletes
these Cardholders from Command Centre. Hence, Gallagher recommends creating
a dedicated Division for containing the Cardholders who will be synchronised from
Nexudus Spaces.

5. From the Default Access Group field, select the Access Group that all new Cardholders
will be placed in when replicated from Nexudus Spaces. This Access Group must be
assigned a unique ID PDF (see section 1.4 "Cardholder identification"), a Mobile PDF and
an Email PDF, as well as any other PDFs for holding values synchronised from Nexudus.

Note: You may wish for this Access Group to give Cardholders access to your site.

6. From the Unique PDF field, select the Command Centre PDF that will contain Cardholders'
unique identifier values (used to map them to Nexudus Spaces residents). This PDF must:

- have the Unique Values check box selected on its Type tab
- be assigned to the Default Access Group on the Access Group's Personal Data tab.

7. From the Mobile Credential field, select the Mobile Credential Card Type that will be used
to create a Mobile Credential for Cardholders when they are created by the Nexudus Sync
service.

Cardholders created by the service are sent an invitation to activate their Mobile
Credential.

8. In the Event Check (mins) field, specify how often the Nexudus Service will check for
Command Centre Access Events. When Access Events are found, they are replicated as
Check-Ins in Nexudus Spaces.

For example, if set to '1', the Nexudus Service will check for Access Events and create/
update Check-Ins accordingly every 1 minute.
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Nexudus Spaces details

9.

10.

11.

12.

Click the | .. button next to the Nexudus API field.
The Nexudus REST API Credentials window displays.

. Mexudus REST API Credentials *
URL -//spaces nexudus com/api/ |
Usemame | |
Password | |
Use Proxy [ ]

Ole Cancel

Configure the Nexudus REST API Credentials as required:
Nexudus REST API Credentials

a. In the URL field, enter the following address:
https://spaces.nexudus.com/api/

b. In the Username field, enter a Nexudus Spaces username.

c. In the Password field, enter a Nexudus Spaces password.

d. If you wish to use a proxy for communication between the Nexudus Integration

service and Nexudus Spaces, select the Use Proxy check box. Enter the Server
address, Port number, and optionally a Username and Password.

e. Click OK to close this window and save your changes.

From the Sync Identifier Property field, select the Nexudus Spaces Yes/No Field that will
be used as to define whether a resident is synced to Command Centre or not. Nexudus
recommends you configure a Yes/No Custom Field for this.

In the Resident Check (mins) field, specify how often the Nexudus Integration service will
check for changes made to a Nexudus Spaces resident's details. When changes are found,
they are replicated in the correlating Cardholder's details in Command Centre. When a
new resident is created, a Cardholder is created for that resident.

For example, if set to '1', the Nexudus Integration service will check for changes made to
a Nexudus Spaces resident's details and replicate them in Command Centre accordingly
every 1 minute.

Resident checks do not check for deletions of Nexudus residents, and do not delete any
Cardholders. Resident checks can often miss changes to residents' Team memberships,
and consequently may not add/remove Cardholders to/from Access Groups.
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Synchronisation details

13.

14.

15.

Full synchronisations double-check that all Cardholders' details match the details of their
correlating residents, in case the resident checks have missed anything. They also delete
any Cardholders that are not found in Nexudus Spaces (unlike resident checks) and ensure
Cardholders are in the Access Group whose name matches that of their Nexudus Team.

In the Full Resync Start Time field, enter the time that will act as a baseline time, after
which Nexudus Integration runs a full synchronisation every [Repeat Frequency (Hours)].
It is in 24-hour format. Nexudus Integration assumes Full Resync Start Time to be in the
past, so does not wait for the next occurrence of Full Resync Start Time to run the utility.

See step 14 of this procedure for an example of how Full Resync Start Time and Repeat
Frequency (Hours) relate.

In the Repeat Frequency (Hours) field, enter how often Nexudus Integration will run a full
synchronisation. For example, if set to '12', full synchronisations will occur every 12 hours.

Example: In the example that Full Resync Start Time is set to "09:00", and Repeat
Frequency (Hours) is set to "12" (runs every 12 hours after 09:00), if the Nexudus Sync
service is started at 15:00, the utility will first run at 21:00 (12 hours after 09:00), and then
every 12 hours after that (09:00, then 21:00 again and so on).

The PDFs grid defines which Command Centre PDFs are mapped to which Nexudus Spaces
resident details. Mapping a PDF to a resident detail means that for each Cardholder/
resident, their PDF's value is kept updated to be the same as that of their resident detail.

Map PDFs to Nexudus Spaces resident details (Nexudus properties) as required:
PDF Mapping
Notes:
- You need to add a Mobile PDF and an Email PDF to this grid

- You should assign the PDFs in this grid to the Default Access Group so all
Cardholders receive these PDFs

- The default PDFs in this grid are not real, just placeholder examples.

a. Click the | + button next to the PDFs grid.
The PDF Mapping window displays.

. PDF Mapping >
POF [Email v
Mesudus Property |Emai| v|

Ok Close

b. Select a PDF and Nexudus Property to map to each other.

c. Click Ok to save this PDF mapping, or Close to cancel it.
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16.

The Event Types grid defines which Command Centre event types will be sent to Nexudus
Spaces. Access Granted events are sent to Nexudus Spaces to create Check-Ins. Some
access events are there by default, you may add other Access Granted events to this grid
as required:

Event Types

a.

Click the | + button next to the Event Types grid.
The Event Types window displays.

B Event Types - O

Event Group |

Search | Search
Show only selected [

[] Tamper -= Cortroller tampered front)

[] Tamper -= Cortraller tampered (rear)

[] Tamper -= Cartraller Upgrade

[] Tamper -= Input Tampered

[] Tamper -> Input Break

[] Tamper -= Input Shaort

[] Tamper -= Unit Tampered

[] Tamper -= Unit Tampered (Front)

[] Tamper -= Unit Tampered (Rear)

[] Tamper -= Unit on Door Tampered

[] Tamper -= Salto Door Tampered

[] Tamper Retum To Mormal -> Cortroller no longer tampered

[] Tamper Retum To Mormal -» Cortroller no longer tampered (rear)
[] Tamper Retum Tao Mormal -> Cortroller no longer tampered front)
[] Tamper Retum To Momal -> Cortroller Upgrade

[] Tamper Retum To Mormal -> Unit - no langer tampered

[] Tamper Retum To Mormal -> Unit na longer tampered frort)
[] Tamper Retum To Mormal -> Unit ne lenger tampered {rear)
[] Tamper Retum To Mormal -> Salto Door No Loniger Tampered
[] Urit Stopped Responding -» Alam transmitter receiver(s) offline
] Unit Stopped Responding -> Plugin Medule nat responding
[] Unit Stopped Responding -> Unit Not Respending

Clear Ol Close

Select the Event Group check box and select an event group (e.g. Access

Granted) from the drop-down list to filter by this event group.

Type an event type into the Search field to search for an event type.

Select the check box next to an event type to select it for sending to Nexudus.

Select the Show only selected check box to display all event types that you

have selected, to check you have all the ones you want.

Click Clear to deselect all selected event types.

Click Ok to add your selected event types to the Event Types grid, or click Close

to cancel without adding them.
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17.  The On-site and Off-site grids define which Access Zones are considered as On-site (e.g.
'Foyer', 'Building 1'), and which are considered as Off-site (e.g. 'Outside’, 'Car park'). These
are used to determine whether Access Granted events are considered as Entries or Exits in
Command Centre.

An Entry will open a Check-in in Nexudus Spaces, and an Exit will close the Check-in.

If a resident Enters your site multiple times in one day without an Exit between the Entries
(e.g. due to tailgating exits), only the first Entry is logged as the 'From' time for that Check-
in. The next Exit will be the 'Until' time.

If a resident Exits your site multiple times in one day without an Entry between the Exits
(e.g. due to tailgating entries), only the last Exit (before the next Entry) is logged as the
'Until' time for that Check-in.

If a Check-in has no 'Until' time yet by midnight of the day it was opened, the 'Until’ time
is set to 23:59:59 of that day.

Add Access Zones to either of these grids as required:
On-site/Off-site

a. Click the | + button next to the On-site grid to add on-site Access Zones, or click
the + button next to the Off-site grid to select off-site Access Zones.

B Access Zones — O X
Search | Search
Show only selected |
[] Access Zone 1 ~

[] Access Zone 10
[ Access Zone 11
[] Access Zone 12
[] Access Zone 2

[J Access Zone 3

[] Access Zone 4

[] Access Zone 5

[J Access Zone 6

[] Access Zone 7
[] Access Zone &
[] Access Zone §
[] Danger Zone 1

[] Danger Zone 2
Factory Entry Zone 1
[] Factory Exit Zone 1

Main Cffice Entry Zone 1 w
Clear Ck Close

b. Type an Access Zone into the Search field to search for an Access Zone.
c. Select the check box next to an Access Zone to select it.
d. Select the Show only selected check box to display all Access Zones that you

have selected, to check you have all the ones you want.
e. Click Clear to deselect all selected Access Zones.
f. Click Ok to add your selected Access Zones to the On-site/Off-site grid, or click

Close to cancel without adding them.
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18.  The settings you configure in the Gallagher Nexudus Integration Configuration utility are
written to a file, and this file is read by the Nexudus Integration service. The Configuration
File field determines where this file is saved. You may leave this file path as default or
change it as required.

19.  Click Save to save your configuration.
20.  Click Close to close the Gallagher Nexudus Integration Configuration utility.

21. Inthe dialog box, click Yes to restart the Gallagher Nexudus Service and use your new
configuration, or click No to not use your new configuration (until you restart the service
in the Gallagher Nexudus Integration utility).
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5 Logfiles

A log file (NexudusiIntegration_Error.log) is generated and stored in the following directory:
C:\ProgramData\Gallagher\NexudusIntegration\Logs

Gallagher recommends that you regularly monitor this file to ensure that the changes are syncing
successfully.

Ensure that you rectify errors logged in the log file. Otherwise, it may impact the full synchronisation.

To view the resident details being synchronised to Command Centre, enable the debug log file
'Nexuduslntegration_Debug.log":

To do this, set the parameter enabled to 'true'(i.e. enabled="true" ) in the file 'Nlog.config'
(foundin C:\Program Files (x86)\Gallagher\Gallagher Nexudus Integration).
By default, it is set to false.

<logger name="*" writeTo="debug" minlevel="Info" enabled="true"/>
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Uninstalling the 'Nexudus Integration' feature

To permanently uninstall the 'Nexudus Integration' feature, perform the following procedure:

1.

2
3.
4

Using the Windows Services utility, stop the 'FT Gallagher Nexudus Sync Service'.
Perform a backup of your Command Centre system.
Exit Command Centre and stop the Command Centre Services.

Using the Windows Programs and Features utility, remove the program 'Gallagher Nexudus
Integration' from the Nexudus Integration PC.

Restart the Command Centre Services.
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Appendix A: FAQ

Question Answer

1.  What mechanism is used The service gets new changes (since the last time it checked)
to replicate changes from using the Nexudus REST API. You can configure how frequently it
Nexudus to Command Centre? | checks for changes.

2. Is configuration simple or Configuration is reasonably simple, and can all be done through
complex? a user interface.

3. Doesthe Nexudus Integration | No. The service does require knowledge of various credentials
expose any passwords? but these are stored in encrypted form and are not

discoverable. When you change configuration, you have to enter
passwords again.

4.  Who can change the Anyone with write privileges for the configuration file (file that
configuration or credentials of | holds the configuration from the user interface) can change the
the Nexudus Sync service? configuration and credentials. Existing passwords cannot be

seen.

5.  Who can view the Anyone with read privileges for the configuration file (file that
configuration as read-only for | holds the configuration from the user interface) can view the
the Nexudus Sync service? configuration. Existing passwords cannot be seen.

6.  Will changes be lost if the No. After restarting replication, all intervening Nexudus Spaces
replication is stopped? changes will be processed.

7.  What privileges are required | The Nexudus User needs high enough permissions to get all
for the Nexudus User logon resident details via the Nexudus REST API.
used in configuration?

8.  What if | have multiple Before starting the Nexudus Sync service, ensure these
Cardholders in Command Cardholders have corresponding residents in Nexudus and that
Centre without unique IDs these Nexudus residents have both/either:

(no.t mapped to Nexudus e The same mobile phone number as their corresponding
residents)?
Cardholder, and
e The same email as their corresponding Cardholder.
Ensure the Cardholders have a Mobile Credential.
With these details alone, Nexudus Integration can map a
Nexudus resident to a Command Centre Cardholder that has
a Mobile Credential that matches the phone or email of the
resident, and will create a unique ID value for the Cardholder.
If there are Cardholders that don't have a unique ID or Mobile
Credential, then Nexudus Integration has no way of identifying
them as correlated to a Nexudus resident, and deletes these
Cardholders.

9. Does the Nexudus Yes. The service caches a bookmark on the last retrieved
Sync service cache any Command Centre access event and the time it last received
information? resident changes from Nexudus. It caches mappings of

Cardholder IDs to Nexudus resident ID and Nexudus Business ID
values.

The Nexudus Sync service cache files are located here:
C:\ProgramData\Gallagher\
GallagherNexudusIntegration\Cache
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10.

What happens if the Nexudus
Sync service cache files are
missing?

The cache files store:

(i) a bookmark on the last retrieved access event and the time it
last received resident changes from Nexudus, and

(ii) mappings of Cardholder IDs to Nexudus resident ID and
Nexudus Business ID values.

If the cache files are missing, the Nexudus Sync service has to
do a full synchronisation because it cannot remember what the
last processed change was. If cache files are deleted while the
service is not running, only access events that occur after the
service is restarted are processed, not historical ones.

11.

Can | restrict synchronisation
to some residents only?

Yes. During configuration, you must select which Nexudus
Field is used to determine if a resident is synchronised or
not. Nexudus recommends you use a Yes/No Custom Field
in Nexudus Spaces. The Nexudus Sync service only replicates
residents with this Custom Field set to 'Yes'.

12.

What attributes can | replicate
from Nexudus?

Residents' First Names and Last Names are replicated to the
corresponding Cardholder properties. Any value listed here can
be replicated to a Cardholder's PDF value (configurable):
https://support.nexudus.com/hc/en-us/articles/360009770917-
Coworker

13.

Can | issue cards to Command
Centre Cardholders through
Nexudus?

No, but a Mobile Credential is created for each Cardholder that
is created via replication from Nexudus.

14.

Can | add Command Centre
Cardholders to Operator
Groups through Nexudus
Integration?

No.

15.

Can | map things differently
for different sets of Nexudus
residents?

No. All residents who are set to be replicated will have their
details mapped the same.

16.

When a Nexudus resident is
deleted in Nexudus Spaces,
what happens in Command
Centre?

The Cardholder is deleted in Command Centre.
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https://support.nexudus.com/hc/en-us/articles/360009770917-Coworker
https://support.nexudus.com/hc/en-us/articles/360009770917-Coworker

Appendix B: Nexudus Integration's use of personally identifiable information

Nexudus Integration writes the Nexudus resident ID, Nexudus Business ID, and Command Centre
Cardholder ID of all the Nexudus residents/Cardholders it encounters into cache files on the disk, so it

doesn't have to restart after an interruption.

Cache files are not encrypted.
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