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Document details

Title Integration with Gallagher Command Centre
This document explains the steps to create integration between Torus
and Gallagher Command Centre 8.6 and above.

Description

Document Revision History

Version BEIE Author Comments
V.1.0 October 09, 2023 AA First Draft
V.11 November 03, 2023 TL Minor edits
Updated details in prerequisites sections
V.1.2 December 05,2023 | AA including support for both online and onsite
authentication options
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Abbreviation list

TORUS

Term used to describe overall EKC which includes the hardware,
software, and integration plugin.

Torus Software

Torus is a cloud application hosted on Microsoft Azure. This software is
accessible through any connected browser.

Torus Cabinet

Hardware product which is provided to secure the items/keys.

Torus Exchange

A windows plugin used for Torus integration with 3 party systems.

Torus REST API

A generic developer interface which enables HLIs with 3 Party
software.

High Level Integration, a term used to describe the connectivity

HLI between Torus and other 3 party Access control systems or software.
Azure Microsoft Azure cloud platform (azure.microsoft.com)

EKC Electronic Key Cabinet.

10T Internet of things.

HTTPS Hypertext transfer protocol secure.
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Disclaimer

This document gives certain information about products and/or services provided by CIC Technology Pty Ltd
(Torus). Every commercially reasonable effort has been taken to ensure the quality and accuracy of the
information in the document however the content is for informational purposes only. The described product
or process in this document are subject to change without prior notice, due to continuous development
program at CIC Technology Pty Ltd.

Neither CIC Technology nor any of its directors, employees or other representatives shall be responsible for
any loss that you may incur, either directly or indirectly, arising from any use or decisions based on the
information provided.

Copyright

Torus software, software code, firmware code, database, hardware, and mechanical design are subject to
copyright owned by CIC Technology Pty Ltd, and you may not sell it without permission. CIC Technology Pty
Ltd is the owner of all trademarks reproduced in this information. All other products, brands, trademarks
which are mentioned in the content of this document are not the property of CIC Technology Pty Ltd, are
acknowledged and owned by their respective owners.

Confidentiality Notice

This document is confidential and contains proprietary information and intellectual property of CIC
Technology. Neither this document nor any of the information contained herein may be reproduced or
disclosed under any circumstances without the express written permission of CIC Technology Pty Ltd. Please
be aware that disclosure, copying, distribution or use of this document and the information contained therein
is strictly prohibited.
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TORUS INTEGRATIONS

Torus provides an easy and simple way to integrate with 3rd party software. The intention is to
remove the complexities involved in building HLI. Torus Exchange is utilised to provide a
custom integration with Gallagher Command Centre which is an enterprise grade Access
Control System.

The Torus HLI enables customers to import cardholder details from Gallagher Command
Centre into Torus. This HLI exports Torus cabinet events and alarms to OnGuard. This enables
customers to utilise Gallagher Command Centre as a single source of truth for their cardholder
and key management.

OTORUS

More than just a CABINE

Torus Software
Hosted at Microsoft Azure

Torus Software
Browser Interface

Torus Cabinet

Custom Interface REST API available for P
integration /QA‘
®(GhLLAcHER Integrithiil | pupisGlobal®) IntelliTrac Q!
@ /e eLeneL w e Torus Exchange & Torus REST API
Geneiec CL) Integrations with external system
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GALLAGHER COMMAND CENTRE HLI

For Command Centre integration Torus utilises a middleware application called Torus Exchange
which is a Windows plugin supporting integration with Command Centre Version 8.6 and above.

Torus and Gallagher Command Centre integration supports Online or Onsite authentication of
user credentials as outlined with the below two options which are further detailed below.

Online Authentication Onsite Authentication

: Torus Software t Torus Software

r N

Torus Exchange Torus Exchange

Gallagher Command Centre Gall Command Centre
ﬁ —
‘ ) I Cloud Auth | Cloud Auth

Onsite Authentication

Gallagher
Controller

Gallagher
Controller

Card Reader Torus Card Reader Torus
Cabinet | g

Cabinet
«

< 4

Torus Exchange prerequisites

e Integration record created in Torus software.

e Correct configurations for the 'Gallagher API Key of the Gallagher instance' and 'URL of
the Gallagher REST API' are saved in the Torus integration record.

e Torus Exchange Version 1.1.10 or above, is required for this setup. Download latest
version from integration record in Torus software.

e Torus Exchange must be allowed to access required URL & port in server and network
firewall. These are required for Torus Exchange to establish connection with Torus
software.

o URL= https://hliapi-au.Torus-technology.com
o Port: 443 over HTTPS

¢ Online Authentication - Card Reader connected using a Wiegand Protocol Converter.

o Option 1 is required when data-mask and cardholder’s card data is imported to
Torus and enforced on cabinet card reader for cardholder authentication.

o In this type of setup cardholder authentication at Torus cabinet is performed by
Torus Cabinet.
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e Online Authentication - Card Reader wired to Gallagher Controller. This option is
required to support Gallagher Mobile Connect and the Onsite Authentication capability.

o Option 2 is required when data-mask and cardholder’s card data is not imported
to Torus cabinet. Cardholder authentication at Torus cabinet is performed by
Gallagher Controller.

o Torus Exchange establishes direct communication with the Cabinet over LAN-
based message routing. This avoids the risk of any WAN latency, which may hinder
real-time access to keys.

o Following are the steps which need to be performed:-

= Torus Cabinet IP's must be accessible from the server where Torus
Exchange is installed. (Ping test can be used to verify this connectivity)

» Server IP where Torus Exchange is installed should be accessible from all
cabinet’s in the network. (Ping test can be used in any device within site
where device must be connected with LAN to verify this connectivity)

= Allow port 49856 TCP/UDP in LANs/VLANSs/Firewall for communication
between Torus cabinets and Torus Exchange. (Note: If this port is not
available for Torus Exchange in the host server, then after installation Torus
Exchange windows services will not start. However, this Port is a configuration
value and can be updated in the Torus Exchange file in server. To update this
port open file Torus Exchange config in Notepad. File location is Program files
(x86) > CIC Technology > Torus Exchange.

2 1 = TorusExchange - 8 X
h Home  share  view (7
<« v 4 1 > ThisPC > Windows (C) > Program Files (x86) > CIC Technology > Torus Exchange v O »
O Name 2 Date modified Type Size &
# Quick access = System Configuration.ConfigurationM.. 5/ M Ar 91KB
[ Desktop * * System.Diagnostics.DiagnosticSource... 5 8 KB
& Downloads ~ # System.Diagnostics Tracing.dll X8
& D . tive Asyncdil 7K8
& Pictures » System.I0.Compression.dll 22 10:50 AM App 6 KB
CanarabadS o, System.IO.CompressionfileSystemadll  5/7/2022 10:50 AM Application extens 27k8
% SystemMemory.ll 17/2019 9:54 PM A s 146 KB
License
< SystemNetHttp.dil S KB
Logs =
© SystemNetHttp Formatting.dil 3 KB
Tarus Exchange © System NetHtp WebRequestdil 5 KB
@ OneDrive © SystemNumerics Vectors.dil 114K8
< System Runtime CompilerServices Uns.. 17k8
= This PC : S
System RuntimelnteropServices Runti.. 5 248
D 3D Objects System Security.AccessControldil 39K8
B Desktop . System Security.Permissions.dil 33KB
# Documents % System.Security.Principal. Windows.dil 4KB
¥ Downloads * System.Threading.Tasks.Extensions.dll 26KB
& Music * SystemValueTupledil 5 KB
= Pictures { Torus Exchange CCure.dil 32K8
B Videos  Torus.Exchange.Commondil K8
 Torus Exchange Datadll 47k8
2. Windows (C)
* Torus Exchange.DLdil k8
> Temponyy Stomge % Torus.Exchange.Domaindil 0 K8
& Network Torus Exchange GallagherProvider.dil 80KB
Torus Exchange Genetec dll 398
* Torus Exchange Integriti.dil 248
© Torus Exchange Lenel dil %2K8
Torus Bxchange Servicesdll 138K8
* Torus Exchange SiPass.dll 1K8
® Torus Exchange WindowsService 9k8
Torus.Exchange WindowsService.exe.c... 4KB &
Torus.Exchange WindowsSenvice nstall.. 9/22/2023 327 AM INSTALLSTATE File 9K8 v
77items 1 item selected 3.57 KB ==

» Before editing the port number please stop Torus Exchange services.
» Edit the port value for key = “CabinetLogineventPortNumber”, and after
editing the port save the file and start Torus Exchange service.
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<?xml version="1.0" encoding="utf-8"7>
<configuration>

<appSettings>
<add key="AnthKey" valuse="0OEH8-9MSY-3YNZ-REBE" />
<1——<add key="ApiUrl" walus="http://localhost:7073/api/" />—->
<!'——<add key="RpiUrl" wvalue="https://dev-apim-au.torus-technology.com/generic/api/"/>—->
<!'—— <add key="ApiUrl" wvalue="https://uat-apim-au.torus-technology.com/generic/api/" /> —->
<add key="ApiUrl" valus="https://apim-au.torus-technology.com/generic/api/"/>
<add key="BatchSize" walue="200" />
<add key="PollingIntervalInSeconds" wvalus="30" />
<add keyv="InactivelntegrationPollingIntervallnSeconds" walus="&0" />
<add keyv="DataSyncIntervalInSeconds" wvalus="10" />
<add key="LoginEventDelayInMilliseconds" wvalus="200" />
<add keyv="ErrorRetryDelayInMilliseconds" wvalus="10000" />
<add keyv="ContinumeDelayInMilliseconds" walus="10000" />
g388 key="CabiretloginEventPortNumber" valus="49856" [3
<add key="SiPas=sCardholderGetBatchSize" wvalus="200" />
<add key="0nSiteAnthBindingDelayInMilliSeconds" value="5000" />
<add key="CCureClientVersion" wvalue="3.0" />
<add key="GallagherEventTypeGroup" wvalus="Torus Event Group" />
<add kev="GallagherEventType" wvalus="Torus Events" />

</appSettings>

<startup>
<supportedRuntime version="v4.0" sku=".HETFramework,Version=v4.7.2" />

</startup>
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Command Centre setup prerequisites

e REST client setup in Command Centre to generate an APl Key. This APl key is required by
Torus Exchange.
o Operator who creates REST Client (API Key) in Command Centre must have
privileges to utilise the required endpoints for integration.
e Hardware, access zones, alarm zones, and doors correctly setup in Command Centre.
e Install Cardax APl in the same PC where the Torus Exchange middleware service is
installed. (only required for Anti-Tailgating feature)
o The hardware (controller) should be functioning properly in Command Centre (Go
to Configure > Hardware > right click Properties > Status and overrides and verify
that status is ‘Normal’)

Mandatory licensed features in Command Centre V8.6 and above.

Gallagher License Gallagher Gallagher REST API Endpoint

Feature Feature SKU Gallagher API Purpose used by Torus Exchange

Alarms and Get card events updates (kind of subscription) GET /api/events/updates
RESTEvents Events REST

API (C12772) Event Alarm Export Torus events and alarms GET /api/events/groups

Inbound .
RESTCreateEvents Events REST f:p::;;o;:;ti\r’:rl.:sczr:’;‘;anr‘;n:eﬁlre:;se';osf )th,s sa POST /api/events

API (C12820) P -
RESTStatus Status REST

API (C12810) )

Status and Get door IDs to export Torus events and to filter card .
) GET /api/doors

Overrides overrides events
RESTOverrides REST API

(C12812)

Get Data masks GET /api/card_types

Cardholder Get Access groups GET /api/access_groups
RESTCardholders REST API Cardholder

c12784 Get Cardholders GET

( ) /api/access_groups/{id}/cardholders

Get Cardholders GET /api/cardholders/{id}

FTCAPI FTCAPI Controller API | Anti Tailgating feature. mplementec! throvgh external syster

e When integrating Torus with Command Centre V8.6 and higher there is an additional
step which need to be performed to create Event Group and Event Type in Command
Centre using External Event Type Configuration Utility (CCFTExternalEvents). This Command
Centre Utility can be found at following location Program File (x86) > Gallagher >
Command Centre > Bin
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| =1 Manage Bin
Home Share Miew Anplication Tool
« A <« Program Files (x86) » Gallagher * Command Centre » Bin v | O 2 Search Bin
‘ Downloads  # ™ Name " Date modified Type - Size
Documents ¢ ControllerService 10/4/2023 4:22 PM File folder
[&] Pictures - Resources 10/4/2023 4:22 PM File folder
Client SecurityHealthCheck 10/4/2023 4:22 PM File folder
Command Cent xB6 10/4/2023 4:22 PM File folder
ConfigClient VSPDFE.ocx 10/26/2020 6:43 AM ActiveX control 1,007 KB
Logs V5Print8.ocx 10/26/2020 6:43 AM ActiveX control 1517 KB
[ Alcolizerlnstaller 9/26/2023 10:27 AM Application 432 KB
@ OneDrive [ BulkConfigToal 9/27/2023 1:43 PM Application 606 KB
[ This PC [ CCFTBPS 9/27/2023 1:43 PM Appl?cat?on 83 KB
. [ CCFTData 9/27/2023 1:43 PM Application 522 KB
30 Objects [&] CCFTDataManager 9/27/2023 1:43 PM Application 123KB
I Desktop (&) CCFTDBTemplate 9/27/2023 1:43 PM Application 435KB
Documents : CCFTDump 9/27/2023 1:43 PM Application 673 KB
‘ Downloads [ CCFTExternalEvents B/27/2023 1:43 PM Application 154 KB
J" Music L] Externaloystemimporter 0/27/2023 1:43 PM Application 351 KB
=] Pictures [mg] CCFTRecoveryCode 9/27/2023 1:43 PM Application 420 KB
m Videos (| CCFTRestore G/27/2023 1:43 PM Application 529 KB
@ CCFTServiceManager 9/27/2023 1:43 PM Application 363 KB
L, Lol DE ) [ CCNTSad 9/27/2023 1:43 PM Application 1,042 KB

e Open this utility, and pick an unused default Event Group and rename it to Torus Event
Group

e Create a New Event Type i.e., Torus Events under Torus Event Group or rename an
existing Event Type to Torus Events under Torus Event Group

e After completing this activity apply these changes.

e After applying these changes restart Command Centre Server (ideally) or Command
Centre Server Services (At-minimum).

e Itisalso recommended to restart Torus Exchange services after completing all above
steps.
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Gallagher External Event Type Configuration Utility
Event Groups Event Types Associated ltem Types

Torus Event Group Torus Events 4 DVR Camera

External System ltem

BACnet Object

External Event Group 1
External Event Group 2
External Event Group 3
External Event Group 4
External Event Group 5
External Event Group &
External Event Group 7
External Event Group 8
External Event Group 9
External Event Group 10
External Event Group 11

External Event Group 12

External Event Group 13
EimEEREm i A4 Please note that after configurations applied to
External Event Group 15 Command Centre,

Associated itern types cannot be changed
External Event Group 16 em types ¢ ot be ge

New event types cannct be removed

Oo0ooooooooooooodold

External Event Group 17
Add Mew Event Type

@ External event type configuration successfully applied to Command Centre.

Import Configurations Export Configurations J Export Event Mappings m

Integration overview

: Windows A i
: HGALLACHER E noows e H == Azure
| pe==== Cardholder Ac e Door 1 ‘ Sync Users, Events, & Alarms R 1, -
: Command | Cardholder, Access Group, Door Ids - : i
H Centre 1 Events subscription L : 1 |
: | Exporting Alarms/Events  1qq.e Exchange —-— —— @ :
: 1 : | I |
il 1 LAN based connection 1 Application
. I (v8.6 and above) o T Gateway + WAP !
: ! | : g Backend !
. 1 1 o 1 Application |
P | O Cabinet AP calls a K Services !
| - H —_ |
1 ! “ . H 1 b | |
1 Download device updates : 1
P H |
: I i ' 5 |
[ ! Device twin, Cabinet events : I loT Hub 1
1 H |
| Controller . FREER | S S S — 4
PR — Torus Cabinet :
: Li Q H Torus Software
: E ﬁ%}Pﬁ‘.,.. ) Flrewalli
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STEPS FOR INTEGRATION
1 - CREATE INTEGRATION RECORD

e Login to Torus Software
e (o to Integrations and select New

Integrations 20 2

e Complete the details for new External system details.

e Select Command Centre from Integration systems Drop down field and
provide a description of this integration.

e Select the time zone which is applied to users imported from external system.

Integrations =@
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2 - CONFIGURE COMMAND CENTRE REST API

e Open Command centre.

e Go to Configure > Services and Workstations.

e Create a new REST client, give any preferred name, and copy the API key
of this client.

REST Client 1 - Properties

General API Key:

P C143-1C8D-5635-0F 28-76A9-88AD-C3AD-5199 ‘
arm Instructions

API Key

IP Filtering

Icons Mame

Motes

Client Certificate Thumbprint:

REST privieges are cached and will not
automatically update when an operator's
privileges change. Be aware that refreshing
operator privileges will interrupt any calls that
are in progress.

| Refresh Operator privileges

e Goto Torus Software and open the new integration details page.
e Select Torus Exchange Tab and paste Command Centre REST Client 'API
Key'in API Key field.

External System Users Events Torus Exchange Data Masks Anti-tailgating

Torus Exchange - Torus Web (Connectivity): Offline

This shows the connection status of Torus Exchange with Torus Web

Torus Exchange - External System (Connectivity): Unknown

This shows the connection status of Torus Exchange with the External System

External System Configuration*

API Key APl Key of the Gallagher instance

e Go to Command Centre File > Server Properties > Web Services tab.
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copy the port number.

Integration with Gallagher Command Centre 8.6+

Select 'Enable REST API' and 'Do not require pinned client certificates' and save and

Server base port should be a free port to avoid any conflicts with application. For

example, if port 8905 is not available then please use port 8904.

CORe¥change technician demo - Properties

General [_]Enable Mobile Client Web Services

Licensing Server Base Port: | 8901

Event Priorities

Status:
Alarm Flooding Data Port: Stopped
Alarm Zone States
Event Defaults

Alarm Instruction Defaults

Alarm Transmission ] Enable REST APT
Alarm Motes

Operator Defaults

Server Base Port:

Status:

Data Port: Running on 3905
Device Identification: APT Key only

User Codes
Competency Messages
State Names
Measurement Units
Advanced

Web Services

Card Security
Software

Motifications

QOutgoing Email

Device Identification: |TLS Client Certificate

[+] Do not require pinned dient certificates
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e For the 'Server URL' field in the "Torus Exchange’ tab of Integration record, provide the
URL in the following format._https.//<IP address of PC where Commend Centre is
[nstalled>:<Server Base Port>/api/

TORUS

N Dashboard

or Acc

£ Integrations

Ji Reports

W Events/Alarms

Integrations o o=@

Cardholders

Torus Exchange Data Masks Anti-tailgating
Torus Exchange - Torus Web (Connectivity): Offine
Torus Exchange - External System (Connectivity): Unknown

External System Configuration®

Description

https://192.168.94.15:8304/api/

APl key of the Gallagher REST API instance 1A76-F668-CC5A-CCDB-EB6T-544F -ACFB-FA5E

Whether the Gallagher REST AP instance requires a client cartficate for

auths No

er used for events sync GeveoExternalSystem

The unique identifier of the External System ltam in Gallagher used for events
i GeveoExternalSystemitem
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3 - INSTALL TORUS EXCHANGE

e After completing details for Torus Exchange, download Torus Exchange and install it on
the Command Centre Server.

Integrations .22 @

TORUS

Anti-tailgating

Canfiguration Description Value
hitps://192.160.94.158904/apif
1A76-F668-CCSA-CODB-EBGT- 544F -ACFB-FASE

Mo

e When Torus Exchange setup is executed the installation wizard will require a
provisioning key which need to be copied from integration details page.

Integrations =2 @

TORUS

e Once Torus Exchange is installed, please verify the Torus Exchange services are
running.

e After successful integration Torus shows the systems status as online in Torus
Exchange tab.
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Integrations

TORUS
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4 - COMPLETE USER SYNCHRONISATION SETTINGS

4.1 - Select Command Centre Access Groups in Torus
To import users in Torus from Command Centre, first select Command Centre's Access
Group(s) in the Access Group tab.

External Systems 22 @

£ System Administration

M Help

Torus only imports Users which are part of Selected Access Group(s). Important points to
remember include:-

1. Torus only imports Users from Command Centre when the relevant Command Centre
Access Group is selected in Integration Record.
2. Only selected Access Groups are imported, and they are saved as User Group in Torus.
3. If User deselects an Access Group in Access Groups Tab and saves the integration
record, then its associated User Group and Users will be removed from Torus.
4. Access Groups are synchronised in real time with Command Centre which can result in
the following:-
a. If Access Group name is edited in Command Centre, then corresponding User
Group name in Torus will also change.
b. If Access Group is deleted in Command Centre, then the respective User Group
in Torus will also be deleted, along with its Users.
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4.2 - Mapping of Command Centre User fields with Torus User fields

User record field mapping is required to import a User record from Command Centre into Torus.
By default, mandatory filed mapping is created at the time of creation of the integration record.
User field mapping can be configured in User tab.

T
]
[ 1

External Systems

) Force Sync Users

Last Name v

Following are mandatory Torus User Fields which must have a corresponding Command Centre
User Field.

Torus User Field \ Command Centre User Field

First Name First Name

Note: Torus does not support special character for cardholder
first name field. If a first name has a special character for
example: - then cardholder will not be imported to Torus.
User Group Access Group

Card Details Card Details (Becomes mandatory when a Data Mask is
selected in Data Mask tab)

Other optional user fields in Torus can also be mapped with Command Centre cardholder’s
fields.

Custom field  User-defined field in Description

Last Name LastName Last Name of cardholder

Note: Torus does not support special character in data field.
If a last name has a special character for example: - then
cardholder will not be imported to Torus
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Job Title Job Title Job Title
Mobile Mobile / Phone Mobile number of cardholder
number

Contact number of visitor.
Torus use this information to send relevant SMS
alert to imported user.
Note 1: Torus requires a complete number
including the country code e.g., +6T4XXYYYYYYY.
Note 2: Torus does not support special character
for cardholder phone number field. If a phone
number has a special character for example: '-',
the cardholder will not be imported to Torus.

Email E-Mail Email of cardholder

Company Company Company of the visitors.

Access Expiry

Access Expiry

Expiry date/time of the cardholder in Command
Centre.

Note: This can be mapped with Torus user field
and user will also loses access on keys in Torus
Cabinet after Expiry Date/time.

Card Details

Cards

Card Details of the cardholder.

When this filed is mapped then Torus can import
top 5 active cards issued to cardholder in
Command Centre. This imports following
information of each card.

e CardID
e Card Issue code/ Issue code
e Facility code

Note: This requires additional configurations for
Torus cabinet. Please see Data Mask Setup

Confidential

Page 21 of 49




@ TO R U S Integration with Gallagher Command Centre 8.6+

4.3 - Cardholder Synchronisation

Cardholder Synchronisation pre-requisite is to select the required Access Group in the
integration record so Torus can import all associated cardholders as USERs from Command
Centre. There are three options to synchronise Cardholders with Command Centre.

e Option 1 - Interval based synchronisation.
In this option user can configure time interval for cardholder synchronisation. Default
interval is 5 minutes.

e Option 2 - Schedule based synchronisation.
In this option user can configure a specific day and time for cardholder to synchronise.
The synchronisation job will only run at configured time on a specific day.

e Option 3 - Force synchronisation.
Force Sync option can also be used to synchronise the users at any time. When this option
is used, then Torus software performs forced synchronisation of Access Group and its
associated Cardholder. Force Synchronisation is a handy tool to test synchronisation
between Torus and Command Centre.

Integrations - =2 @

Dashboard

" External System Cardholders Access Rights Events ‘ Torus Exchange Data Masks
sers

Cabinets Synchronisation Schedule*

@ Interval Based Synchronisation O Schedule Based Synchronisation

Access Groups

5 ¥, v i A ®
Integrations

ule to perform sync

Reports

‘K Events/Alarms

£+ System Administration @ Torus System Field External System Field

Help o User Groups® Each user is assigned to one or more groups Access Rights v

(] First Name* The first name of the user First Name "

Last name of the use v -
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5 - EVENTS EXPORT SETUP

Torus cabinet events can be exported to Command Centre through Torus Exchange. User can
select the required events which need to be exported from Torus to Command Centre. This
events configuration can be completed in Events tab. User must select a Start date/time and all
events after selected date/time are exported to Command Centre.

Exported events/Alarms are listed under Doors mapped with respective cabinet.

Test Events Synchronisation button can be used to send test events to Command Centre and
button gets enabled once Torus Exchange setup is completely configured and Integration Status
is Active.

External Systems =2 @

High Priarity 4G Newor Disconnected

High Priarity A/C Power Off

High Priorty Accass Permission Download Complete

High Priorty ACM Door Opening Timer Expred

High Priority ACH User Login Authantication Timer Expired
High Priarty

High Priarity

High Priariy Alarm timer sxpired

Exported events and alarms are listed under Doors associated with Cabinets in Command
Centre. Door mapping with cabinet explained in section Map Door with Torus cabinet.
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Cardholder

He content to display.

There i no content to display or you are not authorised to view the content

Detaik:
Alarm Histery:  10/12/2023 1419:22 Viewed
Systeem Operator

o
Operntor viewed slarm propesties from Alsmn Viewer

Name Stans Updsted
2 Events between 10/1072023 14:31 and NOW for Cardholde | T Auiscrd

0 Gallagher Cardholdes 1 Entered Main Zone 1 through Torus Cabinet 1 4/4/2002 11,0328 e Event Type

e ot —

1071272003 1:18:46.
101272023 141846 Door - Open too long by Gellagher Cardhald.. Torus Events

Logout by Gallaghes Cardhelder 1 on T.. Torus Events

1012/2021 1834 feem tem 2 (2) by Gallagher Carl.. Torus Events
101272023 1832 Them - Returned withi valid ime: e 1 (1)._Torus Events

@ Gallagher Configuration Client - COReXchange development demo - X

File Monitor Manage Repott Wizards Configure Window Help

System view ﬁom Operator Group
Displays the Door master list window. System Operator on TORUSTEST  10/12/2023 2:25 PM
Il Door - 2| 3 Event Viewer - x
Name Description Created Lsst .  Last Occurrence Time  Message Event Type ~
IdDoor2 7A8/.. T/ Syde.. 10/12/2023 14:18:46 User - Logout by Gallagher Cardholder 1 on Test cab 1 Torus Events
Idpeor3 784 /S Syste.. 10/12/2023 14:12:46 Door - Open too long by Gallagher Cardholder 1 on Test cab 1 Torus Events
Eg“”; ;ﬂg“: ;?Q; ?’"5 10/12/2023 14:18:34 Item - Removed: ltem 2 (2) by Gallagher Cardholder 1 on Test cab 1 Torus Events
ﬂu::;e er w1 Sy‘:: 10/12/2023 1 Item - Returned within valid time: ltem 1 (1) by Gallagher Cardholder 1 on Test cab 1 Torus Events
Tdvoor? e 71 ae 10/12/2023 14:18:26 Door - Opened by Gallagher Cardholder 1 on Test cab 1 Torus Events
Tdooora 8. 7% Sye 10/12/2023 14:18:26 Door - Unlocked by Gallagher Cardholder 1 on Test cab 1 Torus Events
TdDoors M8 719/ Syste 10/12/2023 14:18:26 User - Login successful by Gallagher Cardholder 1 on Test cab 1 Torus Events
TdDoor 10 7S T Syse.. 10/12/2023 141508 Operator "System Operator” Modified Cardholder "Cardholder 1, Gallagher" Operator Modified i
TdDoor 11 TAY. . Syde.. 10/12/2023 13:46:32 Operator "System Operator” Modified Cardholder "Cardholder 340, Gallagher Operator Modified i
Tdpoor 12 N9/ T/ Syste 10/12/2023 13:46:05 Operator "System Operator" Modified Cardholder "Cardholder 300, Gallagher" Operator Modified I
T4 Door 13 749/ T3/ Syste 10/12/202313:45:32 Operator "System Operater" Modified Cardholder "Cardholder 59, Gallagher” Operator Modified I
gg“’ 1;0 ;ﬂ:; ;23’; ﬁ,’:e 10/12/2023 13:43:56 Operator "System Operator’ Modified Cardholder "Cardholder 51, Gallagher” Operator Modified
oor . . ... . i . i
T v Door son o e 10/12/2023 13:4319 Operator "System Operator” Modified Cardholder "Cardholder 10, Gallagher Operator Modified i
10/12/2023 12:23:02 User - Logout by Gallagher Cardholder Tup on Test cab 1 Torus Events
10/12/2023 12:23:02 Door - Closed within valid time by Gallagher Cardholder 1up on Test cab 1 Torus Events
10/12/2023 12:23:01 Item - Returned within valid time: ltem 2 (2) by Gallagher Cardholder Tup on Test cab 1 Torus Events v
< >

Events and alarms which contains a cardholder context are also listed under in cardholder’s
event trail.
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Gallaghar Cargholdes 1 l B

Last Hame: Card Numbe... _Lest Zone Entered

Integration with Gallagher Command Centre 8.6+

| action: ~ | Craate Cardhaider [l Delete Cardhol

Cardhalder 401 e Hever accessed
Cardholder 1034 Never accassed

Cardhalder 10 Never accessed

w020 M3t gher Cardhoider 1 Wouoscral ol
Message vt e -
s oordopen e by Gl ol o Torus Events
Uses - Logout by Gslaghes Cantholder 1 on -
101272003 141845 oo - et o by GotogharCohtt | on et 3| Torus Events |
101272003 14:18:34 ftern - Rermioved: ltem 2 (2) by Gallagher Cardholder 1 on Test cab 1 Torus Events. ~
10r1z/a0es ez e~ Rtuaned vt vl e e 1 (1) by Galaghes Cardhokder 1 0n Tt cab 1 Torus Events
10/1272003 141828, Dor - Opened by Gallaghes Carchider | an Tet ab 1 Torus Events
10272003 141025 Door - Unlocked by Gallaghes Cadiholder 1 on st cab 1 Torus Events
101272023 141826 User - Login successtul by Gallagher Cardholder 1 on Test cat 1 Torus Events
101272003 141508 Opesator “Sytem Operator” Modified Cardhlder “Cardheldes 1, Galaghes™ Operstor Modified hem
10122003 122302 Uses - Logaut by Galaghes CantholderTup o e cab 1 Torus Events
iort2r2003 122302 Door - Closed withinvalidtime by Gallaghar Cardholder 1 on Tt cab Torus Events
101272083 12:23:01 LN Mummﬂh\nmmcmzﬂlbyﬁl\bqh(l(ildhﬂdlr Tup on Test cab 1 Torus Events
10272003 122288 e - Remavect Hem 2 (2) by Galagher Cardholder Tup on et Torus Events
el R el Torus Events
Dor - Opened by Gallagher Cardholder 1up on Tt cab 1 Torus Events
Dor - Unocked by Gallahes Cardholder 1up on Tet cab Torus Events
Uses - Logn succeseul by Galagher Carcholdes Tup on Test cab Torus Events
Aot - Doorleftapen stasted by Gallagher Cardheides 1up on Tarus Test
10102023 14ane Uses - Logout by Gallaghes Cardhokder Tup on Torus Test Torus Events
101072003 14:31:38. Deor - Open tos long by Gallagher Cardholder 1up on Torus Test Torus Events
107102003 14:31:38 e - Retumed within valid mes hem 5 (3) by Gallagher Cardholder Tup en Torus Test Torus Events
Alarm - Properties *
First Occurred: | 10/12/2023 14:18:46 | Priority:
Last Occurred: | 10/12/2023 14:18:46 | Occurrences:
Escalation: | Mon-escalated. |

Alarm - Door left open started by Gallagher Cardholder 1 on Test cab 1

General History Details

Logged Time: | 10/12/2023 14:19:11 |

Source: H Door 1 ~
Ttem: £] Cardhelder 1, Gallagher ~
Zone: -- Mone Selected - ~

Event Group: | Torus Event Group

Alarm Notes: [ view next alarm

D [F1] False alarm D [F2] Equipment fault
D [F3] Security sent to investigate D [F4] Staff error
D [F5] Mo apparent reason D [F&] Other

Comments:

Site Plan... Admondedge| | Process | | Mext |

Event - Properties x

Occurrence Time: | 10122023 14:158:34 Priority:

Item - Removed: Item 2 (2) by Gallagher Cardholder 1 on Test cab
1

General  Details

Logged Time: | 10/12/2023 14:18:51

Source: H Coor 1 w
Item: £ Cardholder 1, Gallagher -
Zone: -- None Selected -- v

Ewvent Group: | Torus Event Group

Site Plan...
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@ TO R U S Integration with Gallagher Command Centre 8.6+

6 - GRANTING CARDHOLDER ACCESS TO KEYS IN TORUS CABINETS

In Torus software, Access Groups are used to grant users access to keys. Following steps need
to be completed to grant imported users access to keys.

6.1 - Granting access to keys to an imported user
e Cardholders from Command Centre are imported to Torus when their corresponding
Access Group is selected in Torus integration record.
e Once card holders are imported to Torus they are listed as Users.
e Next step is to grant access to keys using Access Group in Torus software.

e (reate a new Access Group or use an existing Access Group already created. To create a
new Access Group:-

Select Access Groups from main menu
Select '+ New'
Input Access Group Name and Description and Save the record.

O

o

O

Access Groups =& @

o Then select Tab - Access for Users. Select the imported user(s) from list.
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@ TO R U S Integration with Gallagher Command Centre 8.6+

Access Group Management =0 @

. s o

Access for Users

m— ——
- 2. ]

O Access Groups

< Integrations

£81 DEMO sl 958723514 System
Cavines Supenvisor

hviebidemotorus @yopmail.com | 04/10/2023 07:47:26 PM

i Reports

® Events/Alarms

M Help

O

Then select Tab - Accessible Cabinets and Keys
Select the keys / cabinets on which access is required

Access Groups Be e
TORUS N =

hboard

Accessible Cabinets and Keys

Select Items *

Eng 50 keys 1 ttem 1

Eng 50 keys 2 fem2

Eng 50 keys 3 ftem3

Ena 50 kevs 4 tem 4

o Save, and Torus software synchronise access data with Torus cabinet.
(Please note one Access Group record can be used to grant access to multiple users (
Cardholders) to one or many keys in Torus cabinets.)

6.2 - Granting access to keys to users using Command Centre Access Group

e Cardholders from Command Centre are imported to Torus when their corresponding
Access Group is selected in Torus integration record. Where imported users are
connected with their imported Users Groups.

e Once Access Gorup is imported to Torus they are listed as User Groups.

e Next step is to grant access to keys using Access Group feature in Torus software.(Please
note Torus Access Group is feature which is designed to manage user’s access to Torus cabinet.)

e (reate a new Access Group or use an existing Access Group already created.
To create a new Access Group:-
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@ TO R U S Integration with Gallagher Command Centre 8.6+

Select Access Groups from main menu
Select + New'
Input Access Group Name and Description and Save the record.

Access Groups =& @

Access Group Name *

‘Access for Drivers

Description *

keys 1,2 &5

dministration

how Advanced Schedule Configurations v

Audit

o Then select Tab - Access for User Groups. Select the imported User Group from
list.

o When an access is granted to a user group then all of its associated users get the
access on the keys which are configured in an access group record in Torus.

Access Group Management 20 @

Access for User Groups

User Group Name

Then select Tab - Accessible Cabinets and Keys

Select the keys / cabinets on which access is required.

This is important to note that any time if a cardholder is removed or added to an Access
group withing Command Centre then this change is reflected in Torus automatically.
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@ TO R U S Integration with Gallagher Command Centre 8.6+

Access Groups =® Qe

TORUS _ «  Back

Accessible Cabinets and Keys

Sites * Cabinets *

Sel

el
m SR Lt el

Eng 50 keys 1 frem 1

© | oc 3 Eng 50 keys z tem 2

Eng 50 keys 3 tem 3

o Save, and Torus software synchronise access data with Torus cabinet.
(Please note one Access Group record can be used to grant access to multiple user
groups ( Cardholders) to one or many keys in Torus cabinets.)
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@ TO R U S Integration with Gallagher Command Centre 8.6+

7 - CARDHOLDER LOGIN AT TORUS CABINET

7.1 - Option 1 : When Card reader is connected with Torus Cabinet

In this type of card holder login at cabinet, card data is required from Command Centre. To
achieve this authentication method following are three pre-requisites.

1. Cardreader installed on Torus cabinet using Weigand port.
2. Command Centre cardholder’s card detail mapping with Torus in User field mapping.

Integrations

External System Field

Aczess expr

3. Authentication method at cabinet is set to any of the following methods
a. Card
b. Card and PIN
c. User ID/PIN or Card

Cabinets 2* @

4. Users (Cardholders) access is properly configured through Access Groups in Torus
Software. (As explained above in GRANTING CARDHOLDER ACCESS TO KEYS IN TORUS
CABINETS

5. Data Mask setup at cabinet using following steps.
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@ TO R U S Integration with Gallagher Command Centre 8.6+

a. Torus automatically imports Data Mask definitions from Command Centre.
Imported data masks are listed under Data Masks tab in Torus for Integriti
integration.

External Systems 22 @

TORUS

rnal System Users vents Torus Exchange Data Masks Anti-tailgating

Sefect one Diaka Mask 1o e with Imparted users
& Integrations Facility Code Start Bit - End Card |d/Code Start Bit - End
- Card Type Name Data Mask Name Data Mask Bit Length bit bit Issue Code Start Bit - End bit
o1 Reports O ced wiegand 2648 bit a0 1.6 17.40 0.0(NmA)
W Alarms O Mobile Credentia! WA 0 o o o

b. User can compare the Data Mask configuration with Command Centre and can
edit Data Mask details in Torus. Data Masks are listed as Card Types in Command
Centre. Please note multiple data masks can also be applied on single cabinet at any
given time

Data Mask Source: Gallagher Command Centre 8.0, 8.1, 8.2
Data Mask Name: Wiegand 26/8 bit

Card Type: Card Type

Total Bits: 40

Facility Code: B49999

Data Mask Format:

Facility Code Card ID/Code Issue Code
Start Bit 1 Start Bit 17 Start Bit 0
End Bit 16 End Bit 40 End Bit 0
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@ TO R U S Integration with Gallagher Command Centre 8.6+

c. Apply Data Mask to cabinet from cabinet configurations in Torus. Go to cabinet
record and select the correct Data Mask source from drop down and select
relevant integration record and relevant data mask name.

Cabinet Management g2 &

Cabirets / C

TORUS

N Dashboard

Configurations Item Groups ems Data Mask
Daca mask sectings for the cabinet
Data Mask Status: “Active v
Data Mask Source: Gallagher Command Centre 8.0. 8.1. 8.2 v
Data Mask Name: Wiegand 26/8 bit v
Card Type: Card Type
Total Bits: 40
W Alarms
Facility Code: 89999

¢ system Administration
Data Mask Format:

O Help
2o e[ ool [l sl ool ol fafaladiladolafafels sl o

Facllity Code Card ID/Code Issue Code
Start Bit 1 Start Bit 17 Start Bit 0
End Bit 16 End Bit 40 End Bit 0
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7.2 - Option 2 : When Card reader is connected with Command Centre

Command Centre's REST API Alarms & Events is used to enable card holders to login at Torus
cabinet when card reader is not wired directly with Torus cabinet. In this type of setup Card
reader is physically mounted on Torus cabinet but it is directly wired with Controller.

Card Reader is wired with
Gallagher Controller*

Cardholder Torus Cabinet Command Centre

. 3I Controller
a 1| =

Step 1 — Cardholder present
card to card reader

Torus Exchange

Torus Software

N O

Step 2 — Card Reader sends
card holder date to Controller

Y

Step 3 - Controller sends card
holder date to Command Centre

Step 4 — Command Cenire
sends card holder login event to
Torus Exchange

Step 5 (a) - Torus Exchange
sends card holder login event to
Torus Software

Step 6 — Torus Cabinet . i Step 5 (C) — Torus Software
authenticates cardholderand | ___________ Step 5 (b) - Torus Exchange sends card holder login event to Torus Cabinet | 450 sends card holder login
start session event to Torus Cabinet
Rttty (Alternate to LAN comms)
gy Sy S S UGG Uy S RPN Py Sy Ly S P
imunication lat n millise r 1s E nge anc or LAN
Communication la L Te oft abir > internet can be hig inf C umerou 1 bl

In this type of setup Card holders data is imported to Torus software and card holder need to
be added in Access Group of Torus software to grant access on any item(s) in Torus cabinet.
However, this type of card holder record does not need the card details imported to Torus
software since the authentication at cabinet card reader is performed by Controller.
Furthermore, there is no need to configure any data mark on the cabinet where the card
reader is directly connected with Controller for this type of setup. This feature allows card or
mobile connect users to use their credentials at card readers mounted at Torus cabinet.
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7.2.1 - Create Door in Command Centre
e Install the card reader at Torus cabinet but do not wire it with Torus cabinet CU.
e Connect this card reader with Controller.
e (Create a door record in Command centre.

m Door — >
Name Description Created

T ¥ Torus Cabinet 1 2/28/.. 4}
1 AMain Door 2 3/10/... ﬂ
T'd vitual Door 2/28/...

< >

e (o to door properties and configure the Entry Zone for the card reader. Use any
existing zone or create a new Access Zone for this door.

Confidential Page 34 of 49




@ TO R U S Integration with Gallagher Command Centre 8.6+

Torus Cabinet 1 - Properties X
General
Event Response AccessZone [ {l Main Zone ~
nstruct Entry is controlled br eader sh button

Status and Overrides ® y:  (@Reader(s) Oru (s)

Alarm Transmission Reader(s):  [I] Torus Controller 6000 - HBUS Reader 1 v

Connections

Devices | - None Selected -- v
[Entry Zone Disable feedback [_] Turn off all warning/alarm sounds []

Exit Zone ] ]

Adw Terminal Display Message:

Challenge Access Granted: | |

More Challenge Access Denied: | |

Cameras Access Denied (anti-passback): | |

Icons

Entry Actions Free

Exit Actions =

e Push button(s): -- None Selected -- v

-- None Selected -- v
Lok | | Cancel | Apply
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OTORUS

7.2.2 - Map Door with Torus cabinet

In last step Command Centre door record has to be mapped with Torus cabinet.

[ ]

e Open Torus software and go to integration record of Command Centre.

e (o to External System Devices tab to input door name which is linked with Card Reader
mounted at corresponding cabinet.

e Add imported users to respective Access groups to grant access on desired items in

TORUS _ «  Back B Sae

N Dashboard

W1 Reports

#® Events/Alarms

o Help

Confidential

Torus cabinet.

Integrations

Data Masks Anti-tailgating

Device Mappings |

External System

External System Device

‘Torus Cabinet 1

Test Site Torus Cabinet 2

Torus Cabinet 3

R U et H Murhty Home Offics Torus Cabinet 4
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8 - ANTI-TAILGATING SETUP

e Anti-tailgating is an optional feature which stops a user to leave the building until the
keys are returned to Torus key cabinet.
e For this feature it is mandatory that the building has setup exit card reader at the main
exit of the building.
e User needs to define item set name and select the items on which anti-tailgating
feature is required. These configurations can be completed from Anti-Tailgating Tab.
e External system server and items configuration need to be completed for this feature.
8.1 - Create an External System Server in Command Centre
e Open Command Centre and go to Configure > External Systems.
e Create a new item type External System Server and complete details as follows.
% General Tab
o Give any preferred name and keep other details unchanged.
o Use the same name in Torus Exchange record.

External System Server 1 - Properties
General
Item Type: External System Server

Setup

Motes Mame: | External System Server 1 |
Description: | |
Division: ‘-.1 Root Division g |
Created: 5/6/2020 10:15:56 PM
Last Modified:
Modifiedby: £ System Operator o

.ok || cancel |[ Ay ]
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@ TO R U S Integration with Gallagher Command Centre (8.6 & above)

Integrations o .= @

N Dashboard

External System Cardholders \ccess Groups Torus Exchange Data Masks Anti-tailgating

Torus Exchange - External System (Connectivity): Unknown
External System Configuration®

of the Gallagher REST AP| instance https://192.168.94.15:8904/api/

s/Alarms
1A76-F668-CC5A-CCDB-EB6T-544F -ACFB-FA5E

£3 System Administration

No v

I Help

GeveoExternalSystem

¢ the Extaral System liam in Gallagher used for events
GeveoExternalSystemltem

% Setup Tab

o Host name - IP address of the PC where the Torus Exchange
middleware will be installed.

o Port - Keep unchanged
Install FTCAPI where the Torus Exchange middleware service is
installed.

o Import FTCAPI.PEM file from program files folder and click apply.
Export FTCAPLini file and place it Command Centre program (Cardax
api installation folder). Windows User must have admin permissions
to override the existing FTCAPLini file.

External Systemn Server 1 - Properties st
G |
snera Host Name: |
Setup
Notes Port: 073 2
Import Certificate. .. | Export Configuration. ..
Clear Certificate

oK || Cancel || Apply I
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8.2 - Create an External System in Command Centre
e Right click the created external system server and create a new item type External
System.
% General Tab
o Give any name to External system, it is ideal to use the same name
as Unigue name for API setup

External System 1 - Properties x
General
——— Item Type: External System
Event Response
Alarm Instructions MName: xternal System 1 |
Status and Overrides
Alarm Transmission FEorriEE | |
API Setup
Configuration Division: |‘1 Root Division v |
Cameras
T Created: 5/6/2020 10:18:29 FM
Motes Last Modified:
Modifiedby:  £] System Operator ~

ok || cance | [ mwoiy ]
% Event Response Tab
o Select the relevant Alarm Zone.
External System 1 - Properties x
General Action Plans
Event Response Event Group Action Plan
Alarm Instructions ] Command Certre Comms Intemupted - Use Default ~
Status and Overrides [T] Extemal System - Use Defautt -
Alarm Transmission
AP Setup
Configuration
Cameras
Icons
MNotes
-- Use Default -- ~
Alarm Zone for all Events: | - Mone Selected - - |
[ ok ]| concel || ampiy |
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% APl Setup Tab
o Select the correct Controller and the External System Server.

o For the Unique field, give the same name used in the Torus
Exchange External System Item Name field of the integration record.

Torus External System - Properties X
General Connections
Event Controller: = Torus Controller 6000 v |
Alarm Instructions
Status and Overrides Server: I8 Torus External System Server v |
Alarm Transmission
API Setup
Identi
Configuration Y
Cameras (®) Unique: TorusExternalSystem
Icons
Notes O same as: -- None Selected - v
OK Cancel Apply
Integrations .= 2 @

TORUS

Download

N Dashboard

Torus Exchange

Cabinets

Oy Access Groups External System Configuration®

Ji Reports Server URL Server URL of the Gallagher REST AP

nstance https://192.168.94.15:8904/apif
W Events/Alarms _ R
1A76-F668-CC5A-CCDB-ERGT-544F-ACFB-FASE
£ System Administration
No ~
O Help

GeveoExternalSystem

GeveoExternalSystemitem
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8.3 - Create an External System Item in Command Centre

e Right click the external system and create a new item type External System Item.

torus_item - Properties *
General Item T External System Iis
Event Response O‘ Pe System [tem
&larm Instructions Name: I |
Status and Overrides
alarm T sasion Description: | torus_item |
Setup
Trigger - Oufputs Division: |# Root Division -
Trigoer - Events
Reflected Outputs Created: 7/07/2020 4:33:06 PM
lcons -
Notss Modified by: £ System Operator e

oK Cancel | | Apoly

% Event Response Tab
o For external system item Select the relevant Alarm Zone.
e To create alarm zone in command Centre go to

Command Centre Configuration client > Configure >
Alarm zone
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File Monitor Manage Report szards I-ndqw Help

M Card Types
Personal Data Fields

view. Torus Operator Group

Displays the Alarm Zone master list window. RUSTEST 11/2/2023 3:57 PM

Enrolment Templates

A0 K

Competencies

‘&{

Divisions

B (UFaE B

Access Zones

Notification Filters
Day Categories
Schedules
Receptions
Calendars

AlarmZones . | |
{

Action Plans

Alarm Instructions

ek

Insertion Tags

it

Guard Tours

Site Plans
Interlock Groups
Icon Sets
Macros

B

1

o
(=

Hardware
Doors

i A 2

Elevator Cars

PR

External Systems
Salto
Logic Blocks

s
@

Universal Card Formats
[ Device Software
EJ  Services & Workstations

Licensing Groups

External System ltemn 1 - Properties X
General Action Plans

Event Response Event Group Action Plan ~
Alarm Instructions [T Extemal Event Group 0 - Use Default -
Status and Overrides [T Extemal Event Group 1 - lse Defaultt -
Alarm Transmission [ Extemal Evert Group 2 - Use Default -
Setup [T Extemal Evert Group 3 — Use Defautt -
Trigger — Outputs [T Extemal Event Group 4 - Use Default -
i [ Extemal Evert Group 5 — Use Defautt -
TEE =ERE [T Extemal Evert Group 6 — Use Defautt -
Refiected Outputs [ Extemal Event Group 7 - Use Default -
Cameras [ Extemal Evert Group 8 - Use Defautt -
Icons [T Extemal Evert Group 9 - Use Default -
Notes [ Extemal Event Group 10 - Use Default -
[ Extemal Event Group 11 - Use Default -

i I Y | Coymmt (2 1 Ll Dlofo b ~

-- Use Default --
Alarm Zone for all Events: - None Selected -- -

Cancel
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% Setup Tab
o Select relevant External System and Access Zone.
o lIdentification field - Give the same name as used in the External
System Item Name field in the Torus Integration Record.

TorusExternalSystemltam - Properties ks
General External System: |a Torus External System -
Euet R Identification: ITmnfrtu'r'laBysmﬂm
Alarm Instructions
Status and Overrides AccessZone: | - None Selected - v
Alarm Transmission Configuration
Setup
Trigger - Outputs
Trigger — Events
Reflected Outputs
Cameras
Toors e
Notes

oK Cancel Apply
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8.4 - Create virtual entry and exit readers in Command Centre

e To setup anti tailgating, create two more external items which are virtual entry and
exit readers.

e For each external item identification field please use the names as shown in Torus
External system entry and exit reader names in the anti- tailgating tab of the
integration record.

External Systems = ® @8
Home | Integrations / Details

A

External System Secure-it Exchange Anti-tailgating

Cabinets

Access Groups

Anti-tailgating Status Active [~
Integrations Pl lect lpating festure and genersie Anki-tailgating events .
o1 Reports Item Set Name Anti-tailgating ltem Set
» rims This nare i required o geners virtual eyt readrnares o
L System Administration Virtual Entry Reader Anti-tailgating ltem Set - Entry Reader
0 Help
Virtual Exit Reader Anti-tailgating Item Set - Exit Reader
g} External Systems X
=18 torus
(= torus_event
i torus_item
~-off Antitailgating ftem Set - Entry Reader
oy Antitailgating ftem Set - Exit Reader
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Integration with Gallagher Command Centre (8.6 & above)

Anti-tailgating Item Set - Entry Reader - Properties X Anti-tailgating ltem Set - Exit Reader - Properties
General Extemnal System: £ torus_event “ General External System: €% torus_event
Event Rzzponoe Identification: | Anti-tailgating Item Set - Entry Reader Event Response Tdentification: | Anti-tailgating Ttem Set - Exit Reader
Alarm Instructions Alarm Instructions
Status and Overrides Access Zone: |.@ wirtualzone i Status and Overrides Access Zone: | [ virtualzone
Alarm Tr i Config Alarm Transmission Canfiguration
Setup Setup
Trigger — Qutputs Trigger -- Qutputs
Trigger - Events Trigger -- Events
Refiected Outputs Reflected Outputs
Cameras Cameras
Icons Icons
Notes Nates.

oK cancel | | Ampy | ok || cance

8.5 - Create virtual zone in Command Centre

e Avirtual zone is also required to vi
Zone.

rtually place the Torus cabinets inside this Virtual

e C(reate a Virtual Zone and select the correct Alarm Zone for tailgating events. Go
to Command Centre, configure>Access Zones and create a virtual Zone.

ﬂl Access Zone

X

virtualzone
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OTORUS

virtualzone - Properties X

General
Event Response

Alarm Instructions
Status and Overrides
Access Mode

Dual Authorisation
Advanced

Alarm Zones
Anti-passback

Zone Counting

Zone Count Inputs
Zone Count Outputs
Triggered Overrides
Competencies
Competency Exemptions
Personalised Actions
Cameras

Salto Options

lcons

Motes

Action Plans

Event Group

[[JCard Trace

] Zone Count Maxmum
[T Zone Count Mid+ange
[ Zone Count Minimum

Action Plan

=~ Use Defa...
- Use Defa...
- lze Defa...
- Use Defa...

| - Use Default -

Alarm Zone for all Events: E Alarm Zone 1
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@ TO R U S Integration with Gallagher Command Centre (8.6 & above)

8.6 - Create virtual door in Command Centre

e For Anti-Tailgating, a virtual door is required. Go to Command Centre, Configure
>Door and create a virtual door.

il poor — x

Mame Description Created Last.. Last ..
R vinualdoor 1/04/.. 31707 Syste..
Amaindoor 1/04/.. 3107 Syste..

e Use correct Alarm Zone for anti-tailgating event.

virtualdoor - Properties *
General Action Plans
Event Response Event Group Action Plan ~
Alzrm Instructions [ Access Denied - Use Defa...
Status and Overrides [] Access Zone State Change —Use Defa...
Alarmn Transmission [ Action an Access Waming —lse Defa...
[] Mam Zone State Changs = Use Defa,..
Connectons
Devices [JCard Eror - Use Defa...
[ Card Event — sz Defa...
Eniry Zone (7] Card Trace ~Use Defa...
Bxit Zone [ Command Certre System - Use Defa...
Advanced [ Door Emergency Releass - Lse Defa...
Challenge (] Door Mot Locked - Usz Defa...
More Challenge (] Door Open Too Long - Usz Defa...
[ Door Status = Use Defa, ..
Cameras [ 1 = [P P i ¥
I
cons -- Use Default -- A
Enfry Actions
Exit Actions Alarm Zone for all Events: B Alarm Zone 1 )
Notes ' )
[ ok || canca || Sy |
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OTORUS

Integration with Gallagher Command Centre (8.6 & above)

Use Virtual Zone to link it with Virtual Door’s Entry Zone >Access Zone
In the Virtual door Entry Zone Reader use Anti-Tailgating virtual entry reader

virtualdoor - Properties

General

Event Response
Alarm Instructions
Status and Overrides
Alarm Transmission
Connections
Devices

Entry Zone

Exit Zone
Advanced
Challenge

More Challenge
Cameras

Icons

Entry Actions

Exit Actions

Notes

X
Access Zone {jﬁi virtualzone v ‘

Entryis controlled by: (@) Reader(s) (OPush button(s)
Reader(s): | Anti-tailgating Item Set - Entry Read v |
1 -- None Selected -- "’

Disable feedback [_] Turn off al warning/alarm sounds ]

Free

. handle
Pushbutton(s): | -- None Selected -- = \
-- None Selected -- v l
[ ok ]| cant | [ A5

Use Main Zone to link it with Virtual Door's Exit Zone >Access Zone
In the Virtual door Exit Zone Reader use Anti-Tailgating virtual exit reader

virtualdoor - Properties

General

Event Response
Alarm Instructions
Status and Overrides
Alarm Transmission
Connections
Devices

Entry Zong

Exit Zone
Advanced
Challenge

Mare Challenge
Cameras

Icons

Entry Actions

Exit Actions

Motes

*
Access Zone |@ mainzone ~ ‘
Exit is controlled by: (@) Reader(s) (C)yPush button(s)
Reader(s): |-‘ Anti-tailgating ltem Set - Exit Reader v|
| - None Selected v|
Disahle feedhack [ Turn off all warning/alarm sounds [
Free
handle
Pushbuttons): == None Selected -- vl
— None Selected ~|
[ ok || cond || iy
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OTORUS

Integration with Gallagher Command Centre (8.6 & above)

Note - If alarms still sound when you try to access with an authorized user after correctly
setting up, Go to Configure > Access Zones and select the relevant access zone, go to Status
and Overrides tab > Anti- passback/tailgating tab > and click ‘Forgive All' button.

General

Event Response
Alarm Instructions
Status and Overrides

Access Mode

Dual Authorisation
Advanced

Alarm Zones
Anti-passback

Zone Counting

Zone Count Inputs
Zone Count Qutputs
Triggered Qverrides
Competencies

Personalised Actions
Cameras

Salto Options

Icons

Notes

Competency Exemplions

Main Zone - Properties

Status

Controller offline.

Access Mode  Anti-passback/tailgating | Lockdown Zone Counting
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